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Abstract As one of the most spotlighted research areas, these days, the Internet of Things (IoT)
aims to provide users with various services through many devices. Since there exist so many devices
in IoT environments, it is inefficient to manually configure the domain name system (DNS) names of
such devices. Thus, for IPv6-based IoT environments, this paper proposes a scheme called the DNS
Name Autoconfiguration (DNSNA) that autoconfigures an IoT device’s DNS name and manages it. In
the procedure for generating and registering an IoT device’s DNS name, the standard protocols of the
Internet Engineering Task Force (IETF) are used. Since the proposed scheme resolves an IoT device’s
DNS name into an IPv6 address in unicast through a DNS server, it generates less traffic than
multicast-based mDNS (Multicast DNS) which is a legacy DNS application for the DNS name service
in the smart home. Thus, the proposed scheme is more appropriate in multi-hop IoT networks than
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mDNS. This paper explains the design of the proposed scheme and its service scenarios, such as smart

home and smart road. It also explains the implementation and testing of the proposed scheme in the

smart grid.
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(b) Graphic-based IoT Device Display
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Fig. 8 Management of IoT Devices based on the DNS Naming Service
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Table 1 Specification of Gateway and Meter used in the

Experiment

(a) Gateway (b) Meter

0S Linux FreeRTOS

CPU ARM Cortex-A5 ARM Cortex-M4

RAM DDR2 256Mbyte | 64k-byte embedded SRAM

Flash Memory 256Mbyte 256/512Kbytes
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Interface wisun0

{

AdvSendAdvert on;
MinRtrAdvInterval 600;
MaxRtrAdvInterval 1800;

RDNSS 2001:2¢8::1

AdvRDNSSLifetime 3600;

IH
Prefix 2001:2c8:ee:100::/64
{re'x coiee DNSSL secterl.grid

AdvOnLink on;
AdvAutonomous on; 3
AdvRouterAddr off; ’

AdvDNSSLifetime 3600;

a9 9 g9H 3 g 24

Fig. 9 Configuration of Router Advertisement Daemon

Gateway

# tcpdump_dlb -i wisun® icepb
tepdump_dlb: WARNING: wisund: no IPvé address assigned
tepdump_dlb: verbose output suppressed, use -v or -vv for full protocol decode
listening on wisune, link-type 1o (Ethernet), capture size 65535 bytes
3:16: b:8SFf 02::2: ICHPE, router solicitation, length 16
:1: ICW6, router advertisement, length 80
+ffba:Slef: ICHP6, neighbor who has fe80::107d: ) length 24
££25:ebcs: 1096, neighbor solici who has feso: length 24

Meter 1

B0 00 00 00 00 00 00 e2 Sb 85 ff fe 74 00 00
option dnssl L=16, @7 73 65 63 74 65 72 31 @4 67 72 69 64 @2 €0 @@
QNS Search list s Ll=12._sectecl.grid

Make DNS Name AutoConf : L=53, gtype_meter_cc14.jubix_wagmcc.powermeter.secterl.grid
Wire Domain Name : L=56
[16] gtype_meter_cc14
[12] jubix_wagmcc
[10] powermeter
[ 7] secterl

Meter 2

[ 4] grid
Recv RA 80
outer r: e B0 00 00 00 G0 00 00 e2 Sb 85 £f fe 74 00 00

option dnssl L=16, ©7 73 65 63 74 65 72 31 ©4 67 72 69 64 00 €0 00
DNS_Search List : L=12, secterd.grid
Make DNS Name AutoCc 1 L=53, etype_meter_cc02.jubix_waemcc.powermeter.secterl.grid
Wire Domain Name : L=56
[16] etype_meter_cco2
[12] jubix_waemcc
(1] powermeter
[ 7] secter1
( 4) grid

2% 10 #9E B3
Fig. 10 Router Advertisement

Meter 1

Pake DNS Name MDS Addr : fe 80 00 00 90 00 00 0@ 53 SO bc ed S8 25 eb cS

[check 0AD for ONS Neme
[NOP

opuon target (=16, fe 50 00 0O 00 00 60 00 53 50 bc ed 55 25 eb <5
[6LoW] tx next hop is broadcast
[CC1a->FFFF] Tx 6LOWPAN
[MMI] Tx MCPS-DATA.Req
[HMI] Rx MCPS-DATA.Cnf

L=80

P-0101, PL-120
P=@102, PL=12

fchectc 04D for ons mame

[NOP) Send NS
option tnrlet L-16, fc 50 00 ©0 ©2 00 @0 00 S3 SO bc <d S8 25 <b <5

[6LowW] tx next hop is broadcast

[CC14->FFFF] Tx GLOWPAN

[HMI] Tx MCPS-DATA.Req

[MMI]  Rx MCPS-DATA.Cnf

L
P=0@101, PL=120
P=0102, PL=12

ICheck DAD for DNS Name
[MOP] Scnd NS 4
option target L-16, feo S0 00 00 00 00 G0 00 53 5@ bc ed S8 25 eb <5
[6Low] tx next hop is broadcast
[CC14->FFFF] Tx 6LOWPAN : L-8SC
[HMI] Tx MCPS-DATA.Req : P=0101, PL=120
[(MMI] Rx MCPS-DATA.Cnf : P-0102, PL-12

Meter 2

Make DNS Name MDS Addr : fc S0 00 ©0 00 00 ©0 ©0 1@ 7d 97 f9 43 ba 51 cf

Check DAD for DNS Nome
[NOP] Send NS : L-24
option target L=16, fe 50 00O ©0 00 ©0 00 00 10 7d 97 f9 43 ba 51 ef
[6LoW] tx next hop iz broadcast
[CCO2->FFFF] Tx GLOWPAN L=80
[HMI) Tx MCPS-DATA.Req : P=0101, PL-120
[HMI] Rx MCPS-DATA.Cnf : P=0102, PL=12

[NOP] Send
option target L-16, fe 80 00 0O 00 GO 00 00 10 7d 97 9 43 ba 51 ef

[6LoW] tx next hop is broadcast

[CCO2->FFFF] Tx GLOWPAN

[MMI] Tx MCPS-DATA.Req : P=0101, PL=12@

[#1I] Rx MCPS-DATA.Cnf : P=0102, PL=12

Check DAD 'or‘ D“S Name
(NOP]  Sen

option target Le16, fe 56 00 00 00 G0 00 00 10 7d 57 f5 43 ba 51 ef
[6Lok] tx next hop iz broadcast
[CCO2->FFFF] Tx 6LOWPAN : L=80
[MMI] Tx MCPS-DATA.Req : P=0101, PL=120
[HMI1  Rx MCPS-DATA.Cnf : P=0102. PL=12

9 11 DNS Wgle) FAFE A}
Fig. 11 Duplicate Address Detection for DNS Names
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Timestamp: 2015/07/16 ©3:31:20

® Send NI Query _ Len-32
To 22::1

* Type : 139, Node Information Query

* Code : @, Query Subject is IPv6 Address

* Checksum oxooee

Gatewav " Qtype : 2, Node Name

" Flags : Ox0000

" Nonce : ©x3483698389323283

" IPv6 Addr : ffe2::1
8b ©0 00 ©0 00 ©2 00 ©0 34 83 69 83 89 32 32 83 ff 02 00 00
92 20 20 00 20 20 00 o0 o0 ee ee e1

[ICMP] Recv NI Query : L=32

Code ©...1pve
Qtype 2...node name
Data : L=16, ff 02 00 00 00 00 00 00 00 00 00 00 00 00 00 01

Meter 1

ICMP] Recv NI Query : L=32
Code @...ipv6
Qtype 2...node name
Data : L=16, ff 02 00 20 00 20 00 00 00 00 00 00 00 00 00 01

Meter 2

2% 12 DNS HYd 8< 913 Node Information 2] wAA]
Fig. 12 Node Information Query for DNS Name Collection

* Recv NI Reply Len=76

S Trom  Te00:1e05h:057f:fe74:cc02

* Type : 140, Node Information Reply
* Code : @, Reply is Success

* Checksum : @x7al9

* Qtype : 2, Node Name

* Flags : exe000

* Nonce : @x3483698389323283

* TTL : e

: etype_meter_cc@2.jubix_waemcc.powermeter.secterl.grid

Gateway [

From e80::e05b:85ff: fe74:cc14

* Type : 148, Node Information Reply

* Code : @, Reply is Success

* Checksum : @x7684

* Qtype : 2, Node Name

* Flags : exeo0e

* Nonce : ©x3483698389323283

*TTL : e

~ Node Name : gtype meter_ccl4.jubix_wagmcc.powermeter.secterl.grid

ode ©...success
I—I Qtype 2...node name

Data : L=56

Meter 1 16] gtype_meter_cclé
12] jubix_wagmcc

18] powermeter

7] secterl
4] grid

[ICMP] Send NI Reply L=76
ode -+ .5UCCESS
Qtype 2...node name
Data : L=56
Meter 2 16] etype_meter_cce2
12] jubix_waemcc

10] powermeter

7] secterl

4] grid

I3 13 DNS WY =32 913 Node Information Reply ™A%
Fig. 13 Node Information Reply for DNS Name Collection
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Solicitation(NS) HAIXS BHUA ZEHE F27 Je
ZAAkeith wkeE 1]E]7]7}F Neighbor Advertisement(NA)
HAIRE o e DNS vde A&t ka9
2l&ta o2 DNS UgS AH-3he

2 NI QueryE FIE7]oA HAAE Bl ICMPv6
o] NI Query: EFY 1392 Aox]o] UTHs]

2% 132 NI Query S 2 w]E7]7} o]of] tidt &
7] e AlolEge]olAl NI ReplyS B9tk ICMPv6
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3 2 DNSNA®} mDNS<9] Hln
Table 2 Comparison of DNSNA and mDNS

Approaches DNSNA mDNS
Packet Forwarding Unicasting Multicasting
Authoritative DNS Server Yes No (host itself is server)
Naming Scope Global, Local Local
Target Networks Small, Large Small

Target Devices

IoT Devices Apple Products

Code Size

Hundreds lines Thousands lines

The Number of Messages for DNS Name Resolution

o(2m) O(E|+m)

Resource Usage (CPU, Memory, Energy)

Small Big

9] NI Reply= EFY 1402 A< =o]AtHB]. AoIES
o] 7} vlE}7]59 DNS WS F3 sttt

Loz Agkshs 71l DNSNAS 73 E3 mDNS
o] HlmE ¥ 29} 2Tl DNSNAE IoT tlulo]27t =
TOoF DNS Uds A48 2 553t HoAA Ful
2EZ WAIXNE AL3th webd DNS B3 Eggo)
A LA3kal, DNS AME 53 IoT DNS WS &
£xHo=w Y3t} T EE DNSNAE HEYT 7=
of Aks WA gka AAY F 7R HEYI H
go] Jbssit}t ®F AA Z=eklsE mDNS 7He
FrgpQlol ARk AlQFsk= 7| DNSNAE HlwF ek
3le] 4= glelojt}. wlgld DNSNAE IoT tuje]x
DNS dlo]"& 9% 7% W8 =7} mDNSHET 44
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i Z9] DNS 9 € IPv6 F42E oy
1S #e)ste DNS MHEXRE RS 9S8 & o

dlnn,)=m (1)

(

flo oft mE

L
a
pul

=)

-

DNS Query
B —

Client Node (n.) DNS Reply
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B —
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(b) DNS Name Resolution at mDNS
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Fig. 14 Comparison between DNSNA & mDNS for Traffic in a Multi-link Network
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