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oY =9 A4S EFele dEAd FEHQd 4 AE" F SuEA Ciscod
=

NetFlow$} CAIDA 159 CflowdE ZAg3a 725 B FAoA Al
1.1 NetFlow

Cisco®] UES T Z29= Ao AR Aol vhraka wj7le] 5207 A
oJHtH[3]. Cisco® NetFlows Cisco 2H9-H7F Zt U[ES A AHHAo|~E F3l] AY7h=
EfHe] 229 AEE AFsts Vst 2259 782 P F49 XE WoR HE
g, Cisco®] NetFlow+ Z25%9 FES 93l IP Protocol type, Type of Service(TOS) 1
2]3L Input interface identifier'= 70| AFg3lHA Z 299 HHE A &3l NetFlows
NetFlow CacheZ o] &3te] =25l NetFlow Cache Softwares E3 #Zlo] 7]&
EAE F290 &3le=A oFo] wEl Cacheol ME2E 29 dEZE YA E 4
Aoy, =3 Z29 A A THExpire Time)o] At Z29-59 AHE 17 19 ‘NetFlow
Export’ UDP Hlo]E] 132 Payloadel Holx Z 29 AFE Export WEHT ClEH o2
A&3tt, 18 25 Cisco NetFlow Version 5 Flow HeaderZE 7]<sta Qx, 18 3&

Cisco NetFlow Version 59 Flow EntryE 7|<&3ta. i)

UbP - Sequence number Flow Flow Flow
Header - Record count Record Record Record

- Version number
19 1. NetFlow Export UDP H|o|¥ 13 F+x%
version count

sysUpTime

unix seconds

unix nano seconds
flow sequence number
engine type engine 1D reserved

19 2. Cisco NetFlow Version 5 Flow Header
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source IP address

detination IP address

next hop IP address

input interface index output interface index

packets

bytes

start time of flow

end time of flow

source port destination port
pad TCP flags [P protocol TOS
source port destination port
src netmask len | det netmask len padding

13 3. Cisco NetFlow Version 5 Flow Entry
1.2 Cflowd

Cflowd:= Cisco®] NetFlowE |83 2913 W& Z4s17] 9 @A A851 3=
2 24 =Toiv4]. A4 wExd wAE =y, A%, 7184 =

AUtk arts++ holBHYE o]fsto] 7EAS #A BES UE

A= ISPY U EY A A7} Capacity planning, Trends analysis

M2 87014 Workloads] 542 steld & QES dold +g3% ¥4 /5E AFsn

(¢

&
Au)
R
m
u
2

it} 18 &= Web hosting, Billing, Network planning, Network monitoring ~L2] il Data
warehousing/mining & & 4 A k. 17 4= Cflowd®] Data 5585 HebHaL 9l
}.

a3 4%} Zo] ZF Cisco #F$E+ Flow-export AL cflowdmux®t cflowdES A 3Ystar

-

N E2Eo| Bty £2E9] cflowdmuxi= UDP Ho]H 132l Flow-export A&
Aske] FHHRe] Wi 23, TAE9] cflowds FfulRed 2odx 7S glojA =
A dHolgel AT HF dHolH £ E2EQ cfdcollectel] ofa FalE =],
cfdcollecti= F714 o= el 39 cflowdet TCP AZ& B cflowd?] 27 golE
2Z5H deol& HolHE FHste] ARTS# vlolye] gtd =2 g3} artst+ FEEH
& &3 ARTS I =ZHEH AS matrix®} Net matrixZ2 o8] 714 BAARE 45 F 3

o, o] BAREE N3 delEE £y EDAY Edge 24T & 9

[¢]
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cflowdmux / cflowd cflowdmux / cflowd ubP

UDP =i N=i UDP
&P

UDP

TCP

cflowdmux / cflowd

v
TCP =
fdcollect [N UDP
cfdcollec ‘ < V\@

S
(Y
I Host
T

ARTS files on disk @ Router

19 4. Cflowd data flow
2. cflowd A%

cflowd & Z 23S CAIDA 1E9 Web-site(http://www.caida.org)o| Al th&=2=

HES = olt), AFR OS(L A A ZE = Linux Redhat H41 WA (Linux 2.4.5)& AF&317]&
pZs

cflowd®} arts++ S http://www.caida.org/tools/measurement/cflowd/ol A =2 =73k
t}. cflowd TR E 18 5o A 9 o] ftp://ftp.caida.org/pub/cflowd/ A cflowd-2-
1-bl.tar.gzs& TERtsle] A& 5 9, artst+ FEHIYEHE 28 GolA 9 o)

B
artst+-1-1-a8.tar.gz& Th=EE3sto] 45 = 9l




IPv6 L& 2|0t Jl==2A 2001-006 SH=H 3K
a FTP CI=E 2l fpub/fcfl ftp.caida.org) - = MEJZ0FH ZE2TF Microsoft Inter = IDIiI
J OrcEy MEE) 220 SHEA) XD ES2H) —
| ®52 .+ - QA 4| Qe meun @ss2) (B SE-H9
J—’.‘—_AL(Q) I@ ftp:/#ftp, caida, org/pub/cliowd,/ j Rall |J EE ®
o] 1l - : =
FTP C]2i g 2] /pub/cflowd/(2] X|: ftp.caida.org)
25 ClEH2=Z o=
10/24/2000 12:002 & 16,580 Changelog
07/17/2001 07:202 % 5 README. ftp
10/24/2000 12:002H CI®MEi2] binaries
10/24/2000 12:002 & 5,671,898 ictlTowd=2=1-hT . tar. g2
08/31/1399 12:002 & 91,855 contiguration.ps.dz
i
& [ e 2E /
5. cflowd TEIHE 2= Ho|X
A} FTP CIZEE| /pub/ar |: ftp.caida.org) - =2 2107 Microsoft Inter o ]
J ohF(E)  MEEY EI SAHAFRANE) 2D EFZH) =
| ®HZ - = - @ [0 A QM @AY @F=2287 | B
| F (D) |E§:I ftp://tp, caida, org/pubfans++/ | pos |JE:E" »
_ . =l
FTP Cl2lg] 2] /pubfarts++{(2| X : ftp.caida.org)
2 CEHA=Z 0=
12/08/2000 12:002H 24,406 Chanaelog
07A7/2001 07202 % B FEACME. ftp
02/10/1999 12:002 8 268,001 arts++-0-3-b6.tar.gz
12/08/2000 12:002H A17,069 arts++-1-1-a8.tar.9z
M A10/2000 12:002H CI®El2| binaries
=l
a3 IRECECE 4

I96. arts++ FEEE TR E o)A
2.2 cflowd #& T2 =9 HX

artst+ FTEIZE = cflowd’}t ZQ=2 3t go|BHE AFSIEE arts++ FEHIEE

WA A&, 1 S oR cflowdE AX s}

1) cflowdE AX & VEYF +A4
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a7 78 cflowd R3S A8 Host A(129.254.164.13)7F YA WEYAE e
o vl 2™ 73 o] Host A9l cflowd, cflowdmux 12]3 cfdcollectE® EF A PA| 71

=
o}, B2 a9 49 Zo] cflowd® cflowdmuxE A3PA1ZA Hostet cfdcollectE A3A1d

w
NetFlow

Host A
129.254.164.13

T

ARTS files on disk

ad 7. MEY =AY 4

2) arts++ 9] A3

arts++-1-1-a8.tar.gz5 /usr/local/dl EHAFA t}S-9 A= QA A~E3}

$ tar xvfz arts++-1-1-a8.tar.gz
$ cd arts++-1-1-a8

$ ./configure

$ make

$ make install

$cd..

artst+ FEHIAEE 99 TAHE A2EFH artst+-1-1-a8% L 9A e artsh= T
ezt Ao Atk o] AL artst+ FHIYEZF QA=EH ] Ut
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3) cflowde] A3
cflowd-2-1-bl.tar.gz5 /usr/local/o] EAFSA thS9 Az A~EF T}

$tar xvfz cflowd-2-1-b1.tar.gz
$cd cflowd-2-1-b1.tar.gz
$./configure

$make

$make strip (optional)
$make install

$make install-lib (optional)
$cd ..

‘make install’& binary®} example configuration fileE< ¢1A~E3t}. ‘make install-lib’+=
AH&AL7E cflowd libraryE AFE3te] A2 588 e o FQ3 header file?} cflowd

libraryES A ~E3it},
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2.3 Cisco router?] Configuration &7}

1) Cisco router®] NetFlow 7]%< enable Al7]7]
Cisco route®d IP F47} 129.254.254.850| 2} 7}A b},

$telnet 129.254.254 .85 #cisco router

User Access Verification

Password: xxxxxx

ipv6-gw>enable

Password: xxxxxx

ipv6-gw#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
ipv6-gw(config)#ip flow-cache timeout inactive 300
ipv6-gw(config)#ip flow-cache timeout active 1
ipv6-gw(config)#ip cef

ipv6-gw(config)#ip flow-export version 5 peer-as
ipv6-gw(config)#ip flow-export destination 129.254.164.13 2055
ipv6-gw#write

Building configuration...

[OK]

ipv6-gw#

Cisco router24-F Flow informations A7) ¢34 A73sloF & Configuration T}
Fag=g

ipv6-gw(config)#ip flow-cache timeout inactive 300+= Flow cache$] inactive flow timeout<
300%= A3

ipv6-gw(config)#ip flow-cache timeout active 1= Flow cache®] active flow timeout& 1%=
A g

ipv6-gw(config)#ip flow-export version 5 peer-as= NetFlow?] Versions 5% A7 3gtr},
ipv6-gw(config)#ip flow-export destination 129.254.164.13 2055+ NetFlow Datagram=- %+
cflowdmux 2 A 2~7} A== Hostd IP 47 129.254.164.13°] 12, =% UDP portH &
7} 2055902 YrERWITE

ipv6-gw(config)#ip cefi= Cisco Express Forwarding 7|%& enableA]| A4 NetFlows

rir
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forwardingA] 71 t}.

2)NetFlow”7] %< enableA| 7] 31X} 8l+= Interface? T4

NetFlow 7]°& enableA]Z InterfaceE A ¥3&le], oflgje} Zo] Configurationdtt}.

ipv6-gw#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
ipv6-gw(config)#interface Ethernet1

ipv6-gw(config-if}#ip route-cache flow

ipv6-gw(config-if)#*Z

ipv6-gw#write

Building configuration...

[OK]

ipv6-gw#

ipv6-gw(config)#interface Ethernet1+= Interface Ethernet1S A € 3lt},
ipv6-gw(config-if)#ip route-cache flow= Ethernet1°] Flow-switching 7152 enable*]# 4],

NetFlow datagram=- exports} Al $Hc}.

2.4 cflowd®] Configuration I 4 A[6]

cflowd”’} AFg&3t=  Configuration 34 F707F A9 (a)  cflowd.confet (b)

cfdcollect.confo] t}.

1) cflowd.conf®] AA

cflowd, cflowdmux 12]3 cfdases®} cfdnetsZ2 local utilityE<e ‘cflowd.conf’
configuration filedlAl Z7|gE gt HHE A=tk cflowd.confE TZER
/usr/local/arts/etc/ HEEZ ] AFErt. 18d, cflowd’t I2EHAES wo] Y olF

S cflowd.conf.exampleo] B& ol ¢} o] cflowd.conf FUL &} EHA}sio)

$cd /usr/local/arts/etc/

$cp cflowd.conf.example cflowd.conf

10
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cflowd.confi= Al 719 A2 FA¥c} (a) OPTIONSE, (b) CISCOEXPORTERA 1]l
(c) COLLECTORZ o]t}

OPTIONA 2 cflowd A28l Ao AMEE = b8 A3, CISCOEXPORTERAE 2 Data
E 4" Cisco routerd] 3t Configuration 3k2 A4 A3st3, COLLECTORE ojH 3 24~E

59 cfdcollect’} DataE 33} cflowdo] A4S = A=AE A3

(1) OPTIONSHE 9] A7

OPTIONSH & 48k F5& & 13 &d
Kl q 8
LOGFACILITY cflowd®} cflowdmux® loggings 3l AF&=2 syslog facility=

Rl )

TCPCOLLECTPORT cflowd”} cfdcollectd H&& wWolso]l=d AFE=E Listen
socket?] porttHZEZE A A3},

PKTBUFSIZE cflowdmux”’} Netflow datagrams <FAIst7] 3] AFE3st=
Shared memoryE A3t 2719 toggle bufferd Z}zhe] =7]
E A}

TABLESOCKETFILE cfdases® cfdnetsZHES Local table clientE°] cflowdoll Al d<
S & ) ARHE cflowd?d Listen socket(Named stream

socket)?] pathE ERITE.

FLOWDIR Raw flow fileso°] A&d UHEHE UYedn, oA
CISCOEXPORTERZ ] flows7} g w AMg-H )

FLOWFILELEN Raw flow file®] A7]& YEFHAT. cflowds Raw flow fileo] ©]
A7lel =gsiA 2 uf, 09 A7V|® A E ] B Stk drt
(Roll over).

NUMFLOWFILES Routerd AF-&-2 Raw flow file®] & A A g},

MINLOGMISSED cflowd”} missed flowsel tgh Messages syslogst=t A&

st Threshold& A A 3+c}.

¥ 1. OPTIONSH 9] 3=

P& W AF== OPTIONSH O] 17 8% o] o] wof e, 1)
2 o]gatd Hrh Fo3 A2 FLOWDIRe| 7H7]= HEE 7L glokd, AFEA7E HE=A]
WA A o2 ttEo]Fojof 3t} o] tlHEEZ /L 9o cflowd:E Flow ARE AA3 Raw
flow file¥% A4T 4 ¢lch. FLOWDIR7E =28 g8l #AlA| @
(/usr/local/arts/etc/cflowd/flows)¥} ©t& HHELE 7He|d = oy, 1 fHEErt &

cflowdE A=EY

11
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ASHA ehedw, e 1 U EDE GAH R BEo) Fojof d.

OPTIONS {

LOGFACILITY: local6

TCPCOLLECTPORT: 2056

PKTBUFSIZE: 2097152

PKTBUFSIZE: 2097152

TABLESOCKEFILE: /usr/local/arts/etc/cflowdtable.socket
FLOWDIR: lusr/local/arts/data/cflowd/flows
FLOWFILELEN: 1000000

NUMFLOWFILES: 10

MINLOGMISSED: 1000

}

19 8. OPTIONSH & dA o] o

(2) CISCOEXPORTERA 9] 474
NetFlow datagram< A% & Cisco routero] th3t Ao A5+ A2ZHA 171 o]49

CISCOEXPORTERAE©] 90& 4 ¢lt}. CISCOEXPORTERAE S FA &+ 3o th&a} 7},

i o &
HOST Cisco router?] IP F+4E AA3},
ADDRESSES Cisco router?} Ztil 9l InterfaceE9] IP F45 AA )
CFDATAPORT Cflowdmux”} Cisco router 258 2] Netflow datagram< 5413}

=8 Ag3F+= UDP Socket?] PortHsE wWAJgth  Cisco

routeroll A flow—export destination port® A3+ A3} Zro}of

=
LOCALAS Cisco router®] Local ASE # A3t}
SNMPCOMM Router2%5-E] Interface descriptions(ifDescr)®} 1P F42E

(ipAdEntIfIndex)& WolE<d ] A&%+& SNMP(v1) community

nameS §A] g},

COLLECT Cisco router®] Flow-export data(NetFlow datagram)=4%¥ 3

#ale] $4% Data®l £HE 440,

% 2. CISCOEXPORTERZ 9] 3}

12
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& =8 T3 Cflowdel &xl

o
M
0

a
i

il

ADDRESSESe| A7 #% Cisco router®] UE A Qe c]2=E SHdt= Egfd AHE
T3] gkt

COLLECT®] Data ZHFZEY asmatrix(AS matrix), netmatrix(net matrix),
portmatrix(port matrix), ifmatrix(interface matrix), protocol(protocol table), nexthop(IP
nexthop table), tos(TOS table), flows(raw flow data)7} AT} Matrixs 3o A TJEZE O
29 traffic FE packet59 byteF=E e AHolal, Tabled Z}ztol] )3t packet 9
byte & e Aoltlh o & &9, asmatrixs source ASesZ5-E destination ASes®
7} Traffice packet ¢ byte <=2 YEFH Z o] il protocol IP protocold & Traffic
S packet 9 byte =2 YERI Holt}

217 9¢] CISCOEXPORTERES 4% UEQ A 9iA AA43n. a2d 75 wBdY,
NetFlow Datagram< export® Cisco router® IP 43+ 129.254.254.860])1L, EYF <
Heoll A2 Interface dhyelal IR P F+4% 129.254.254.86°|t}. Cisco routert
ASHZ7} 3748%1 ETRINET®] g0 Sdtf. I 9= 4 UHESAS ARE
CISCOEXPORTERH ]l whedstar 9lvt.

CISCOEXPORTER {
HOST: 129.254.254.86 # IP address of Cisco sending data.
ADDRESSES: {129.254.254.86} # Addresses of interfaces on Cisco
# sending data.

CFDATAPORT: 2055 # Port on which to listen for data.

SNMPCOMM: 'public’ # SNMP community name.

LOCALAS: 3748 # Local AS of Cisco sending data
#-> ETRINET

COLLECT: { protocol, portmatrix, ifmatrix, nexthop, netmatrix,

asmatrix, tos, flows }

18 9, CISCOEXPORTERA 32 A 9] o

(3) COLLECTORZE 9] A4

cfdcollectZ A3 3}+= Host¢ Configuration #2 AA3=d AR&9). cfdeollect”}
g 7 J& 4 e, o]#d H$-olE COLLECTORZEo] F 7f o4 &A%t} % 32
COLLECTORA 9] 355 e

13
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& =5 o &
HOST cfdcollect® A3 Hoste] IP F45 AT
ADDRESSES cfdcollect® A 338}+= Host7} 2t 3+ InterfaceE2] IP
5 A
AUTH A AFEEA F=th

3% 3. COLLECTORH 9] &L

717 109] COLLECTORES TAH UEYI 2A dAect. 19 7& BH, 544
EAY FWZ 5338k cfdeollect’t A8 E = Hoste] IP F4E 129.254.164.130] 3L, A}
€2 Interfaces dlufolal 71 4% 129.254.164.139|t). 18 10& A U EY A9 A
BE COLLECTORZ| wdstar it}

COLLECTOR {
HOST: 129.254.164.13 # IP address of central collector
ADDRESSES: {129.254.164.13 }
AUTH: none

}

1% 10. COLLECTORA 3} A 9] o

2) cfdcollect.conf®] A=

cfdcollect: ‘cfdcollect.conf’ configuration filedllA =7]3E 93 HARE d=

cfdcollect.confx= YZEZ /usr/local/arts/etc/ THAEZ ] AFH}t. 1dld, cflowd’} <!
2E5YL w9 FYU o]E& cfdeollect.conf.exampleo| B2 o}gf ¢} o] cfdcollect.conf

shel g st HAGT

$cd /usr/local/arts/etc/

$cp cfdcollect.conf.example cfdcollect.conf

cfdcollect.conf= F+ 719 A= FAHT}. (a) system@ 3 (b) cflowddo| T},
system&E& cfdcollect Aol A} &&= kS AASH, cflowdd L Datas =4 cflowd

9] Z} Instanceel| ™3 AHZS A A3}

14
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(1) system@d 9] AA
E 4+ systemd o] FES HERT

o = o &
logFacility cfdcollect?] loggings &l A& = syslog facilityES A2 A3},
dataDirectory Z} Router®] ARTS files A& Top-level UHEZE LA
t}.
filePrefix ARTS file °]& 9] Prefixg #|7 gt}
pidFile cfdcollect®] Process IDE A& sl Fileo] AUZF=E A3
t}.

¥ 4. system# 9] 3

system@L 19 1137 Zo] YZE=R HAAHE AL O E AFRSIE Ul cfdeollect:
cflowdZ2%E 33 Flow FEE AL ARTS H9 AHAUYHEZE dataDirectory
(lusr/local/arts/data/cflowd) —~ oto]  wHETE  ¢HER o] cflowd.conf U<
CISCOEXPORTER ¢] ADDRESSES| WAl¥ HES Qe #Ho]29] IP F2:0]th. ARTS
AL P FAE o]FoR zh= fEEd AFE i, ARTSS 3 o]&-8 filePrefix(arts)oll
dd o] F7hH o] whso] Xt

& B¢, 20019 8¢ 17 3FE 129.254.254.865 Fste EYY AHARE He
ARTSt 9] ©]F2 arts20010817°]1L,0] 3} Jusr/local/arts/data/cflowd/129.254.254.86
tEEg ] A

system {
logFacility: local6 # Syslog to local6 facility.
dataDirectory: lusr/local/arts/data/cflowd
filePrefix: arts
pidFile: lusr/local/arts/etc/cfdcollect.pid
}

o

718 11. system® &5 Ao o

)

O

(2) cflowdd o] HA
X 5E cflowdd 9 &S e

15
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host cflowdE 433+ Hosto] IP F+42E YeERdL
tepCollectPort cflowd®] Listen socket®] PortH&E YeRHT}E Cflowd.conf?]
OPTION#H ] TCPCOLLECTPORTE el AA¥ gt Zofof gt
t}.
minPolllnterval cflowdel %43l Flow datags FH3ste H4S Yepdt,

# 5. cflowdd 9o &

hosti= cfdcollect’} Flow AXRE 3317 98] A58t cflowd’} AdEH & T2E

g vhehaict,

cflowd {
host: 129.254.164.13

# host: localhost
tcpCollectPort: 2056
minPolllnterval: 300 #unit: second

)

I3 12, cflowdd & AAH9 4

2.5 cflowd T2 213

1) cflowd &d T ZA|29] A3)

olg) ot o] cflowdmux® 7P WA Adsla, 2 ooz cflowdS A&sta, npxut

© 2 cfdcollectE A3)3tr}.

-

Scflowdmux /usr/local/arts/etc/cflowd.conf #E = cflowdmuxt
Scflowd /usr/local/arts/etc/cflowd.conf #%+= cflowd®F A 3§ A A

$Scfdcollect /usr/local/arts/etc/cfdcollect.conf

16




B raul@leek): /home =10l x|
[pouleleek]j etc]# ps —ax | grep cf

1567 ? S 0:00 cflowdmux cflowd.conf

1569 ? S 0:00 cflowd cflouwd. conf

1571 7 5 0:00 cfdcollect cfdcollect.conf

[pouleleekj etcld |

a9 13. cflowd ¥ Z2 A~ F2F gl

2) Cflowd #F &% 2 £A4 34

‘ps —ax | grep cf'& HAdAste] 17 13%0] Al /o] ZREA ATV AFA R APE I gl
=4 Foldt} tfS o & Cisco routerZ45-E NetFlow datagramS A2 war ex] &
gk}, 1§ 149F o] Raw flow fileE©] /usr/local/arts/data/cflowd/flows T €E 2]
A74E 7] A &S, Cflowd Al=Fle] BRA o m F2star drkal 4 g}, ghekel

6‘
wdo] APEA dow, vFe] MR A9 dde Tsk B‘Hﬁe% T A

B raul@leeki: fusr/local/cflowd-2-1-h1 o ] |
leekj [root fusr/local/arts/dato/cfloud/flows {261}]ls
total 52

4 ./ 0 129.254.254.86.flows.d

4 ../ 0 129.254.254.86.flows.5

44 129.254.254.86.flous.0 0 129.254.254.86.flouws. 6

0 129.254.25%4.86.flows. 1 0 129.254.254.86.flows.?

0 129.254.254.86.flous.?2 0 129.254.254.86.flous. 8

0 129.254.254.86.flous. 3 0 129.254.254.86.flous.9

leekj [root fusr/local/arts/dota/cflowd/ flows {262} 1]

I3 14. Raw flow file®] A4

(1) cflowd AA A 39l
cflowd.conf¢} cfdcollect.conf7} WIEY A FA] kA ASstA Ao =X
t}. 2.44 9] ‘cflowd?] Configuration ¥4 AA'S FHaslc},

J
ro,
rot

(2) Routere] AA 391
a8 159 Zo] tecpdumpE o] 83t NetFlow datagrame] 5% Aty Xt} Cisco
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router(IP 4 129.254.254.86)7} NetFlow datagram< EE 20552 % cflowd”’} 235

T ZAE(P 40 129.254.164.13)01 A1 Bujal =A gt} whefo] a9 153} 7o)

NetFlow datagrame] A% A &=vbd, 298 AAd A7} A& 7 ez 2349
=2

=
‘Cisco router?] Configuration F7p'5 Zbarste] @58 A Ao A|

=10l x|

[rooteleekj a
Kernel filter, protocol ALL, TURBO mode (575 frames), datagrom pocket socket
tcpdump: listening on ethO

13:34:13.772733 < 129.254.254.86.50842 = 129.254.164.13.2055: udp 216
13:34:26.773256 < 129.254.254.86.50842 = 129.254_164.13.2055: udp 72
13:34:43.774170 = 129.254.254.86.50842 > 129.254.164.13.2055: udp 168

J {
e

19 15. tcpdumpE ©] €3 NetFlow datagram®] =4l
3. ARTS 9] 713 2 4

cflowd Z2138 o]&35le] ARTS HAS A A3s & arts++ H7]1A 9 o8] FEE

& °]&3to], Raw dataql ARTS SUd=FE dst= oy 74 ARE d& 5 UuH(7]. 9
2 59, ARTS 3o AAH Flow AR E 7FA 3L ProtocoldE Egid FHS& du AL
W, artsprotos FEYEZE o] &shH "l 1% 16 cfdcollect?} A#3H ARTS HdS B
o]Fu Qa1 18 17 artsprotos FEHEEE o] &35l 58 W E Protocold E T
Fe = 7 drh

Eas

9492 Protocold EFE S Byw, WA 23 1837 o] Aggregation FE &
E]Ql artsprotoaggES ©|&3le] ARTS HLS slF 9= Aggregationdt}d. 18]al YA,
18 199} Zo] artsprotos FEYEE 3 @9 E Protocold E#E FHS E 4271 Utk
oj¢} T FEA SAS T ¥ AERE SAHE HEYIY EYT TR EdT &
= Fotste], 1 UELAY EfY SAS Hold 4 vk 589 EdE 54 7P
Network management, Billing, Network planning 2] 3 Network monitoring < & %

& Aolt.

ﬂl
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fusrdlocal/cflowd-2-1-b1 =10l xI

leekj [ruut fusrilocal forts/doto/cflouwd/129.254.254 .86 {252}]1s
total 32

4 ./ 4 ../ 24 arts.20010817
leekj [root fusr/local/orts/data/cfloud/129.254.254.86 {253}]]

13 16. ARTS 9+

ekj: shome 1Ol =l
[puul@leek] 129.254.254.86]# artsprotos arts.20010817 | nore
router: 129.254.254.86
ifIndex: 3
period: 08/172/2001 11:27:19 — 08/172/2001 11:32:13 KsST
Protocol Pkts Pkts/sec Bytes Bits/sec
ipvb 217 0 22542 613
tcp 147 0 5953 161
udp 7] 0 444 12
icmp 3 0 168 4
—Hore— |
a9 17. 5% 999 Protocol® E#Y &

ek ,.-"'hllrl e 1Ol =]

[rooteleekj 129.254.254.861# |

% 18. ARTS 3¢ 9] Aggregation(-& %)
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ekj' /home
[rooteleekj 129.254.254.86]# artsprotos arts.20010817.agg | nore
router: 129.254.254.86

ifIndex: 3
period: 08/17/2001 11:27:19 — 08/17/2001 13:56:29 KST
Protocol Pkts Pkts/sec Bytes Bits/sec
ipvb 5586 ] 585674 523
tcp 4416 0 178973 159
udp 175 0 13504 12
icmp 114 0 7248 b
—Hore— |

=10l x|

2% 19. st @919 Protocol EgF #

20
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B-gdt MAl=5 2000d 24¢.
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[4] cflowd, http://www.caida.org/tools/measurement/cflowd/
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[6] cflowd configuration,
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