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a b s t r a c t
In vehicular communications, the use of IP-based vehicular networking is expected to enable the
deployment of various road applications, namely for vehicle-to-infrastructure (V2I), infrastructure-tovehicle (I2V), vehicle-to-vehicle (V2V), and vehicle-to-everything (V2X) communications. This paper
surveys vehicular networking based solely on the Internet Protocol (IP), which is deﬁned as IP Vehicular
Networking, in smart road scenarios. This paper presents a background tutorial on IP-based networking,
with an overview of the main technologies enabling IP vehicular networking, vehicular network
architecture, vehicular address autoconﬁguration, and vehicular mobility management. IP-based vehicular
use cases for V2I, V2V, and V2X are presented and are analyzed based on the latest standardization
and research activities. The paper highlights several research challenges and open issues that must be
addressed by researchers, implementers and designers, and discusses security considerations that should
be factored in for a secure and safe vehicular communication. Finally, this paper offers current and
future directions of IP-based vehicular networking and applications for human-driving vehicles, partially
autonomous vehicles, and autonomous vehicles in smart roads.
© 2021 Elsevier Inc. All rights reserved.

1. Introduction
Over the past decades, vehicular networking has been gaining
more and more attention from both academia and industry along
with other emerging technologies such as automated vehicles, Internet of Things (IoT), and artiﬁcial intelligence (AI). Recently, the
increasing presence of connected and automated vehicles (CAV)
technologies has become a new promising pattern that may come
to fundamentally change the landscape of smart road networks,
also called Intelligent Transportation Systems (ITS). For the purpose
of connecting vehicles with wireless communications, the industry
has developed IEEE 802.11p-based wireless communication tech-
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nologies, called Dedicated Short-Range Communications (DSRC) [1]
in the US and ITS-G5 [2] in the European Union (EU). Alternatively,
the 3rd Generation Partnership Project (3GPP) has completed the
ﬁrst version of Long-Term Evolution (LTE) V2X technology speciﬁcation [3] in 4G-LTE network, and been investigating new use cases
and technology requirements in 5G and beyond networks [4,5].
For enabling vehicular networking, the US Federal Communications
Commission allocated wireless channels in the range of 5.850 ∼
5.925 GHz [1], whereas the EU assigned a radio spectrum in the
5.875 ∼ 5.905 GHz band [6]. DSRC/ITS-G5 or LTE/5G V2X technologies provide V2I, I2V, V2V and V2X communications, which is an
important building block for future ITS applications. Considering
the peculiar dynamics of vehicular mobility, along with the local
scope targeted by DSRC, ITS-G5 and LTE/5G V2X for ITS applications (e.g., intersection collision and lane change warning), non-IP
protocol stacks have been developed by IEEE Wireless Access in
Vehicular Environments (WAVE) [7–10], ISO Communications Access for Land Mobiles (CALM) [11], and the European Telecom-
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as DSRC and/or LTE/5G V2X. It can be placed at different locations,
e.g., street intersections, bus stops, and road guide signs. It can be
a router for routing IP packets in the Internet, which can be called
a wireless Access Router (AR) or an Internet Gateway (IGW).
On-Board Unit (OBU): An entity which has at least one dedicated wireless interface, such as DSRC and/or LTE/5G V2X, that can
communicate with other OBUs and RSUs; it is installed on a vehicle.
Vehicle: An entity which is an automobile driven by a driver
or a computer (in the case of a self-driving vehicle). It includes
an OBU and a navigation system using Global Positioning System
(GPS) technology. A vehicle can also be called a Mobile Node (MN),
or a Mobile Host (MH) in different contexts.
Traﬃc Control Center (TCC): An entity which manages and orchestrates road systems, including road communication infrastructure (e.g., RSU), traﬃc lights, navigation systems, road surveillance
systems, and loop detectors. It can track vehicles moving on the
road networks under its control and maintains traﬃc statistics per
road segment such as average speed, vehicle inter-arrival time, and
speed deviation. It is a core part of the vehicular cloud for vehicular networking.
Note that this paper uses a set of acronyms and abbreviations
for easy naming of terms, as shown in Table 1.
1.2. Existing surveys
Fig. 1. An architecture of vehicular networks.

A number of surveys have been published on a variety of areas
related to vehicular networking recently. Kheliﬁ et al. [18] surveyed
recent advances and implementations of a named data networking
for vehicular networks, focusing on the information-centric networking aspect. Qayyum et al. [19] reviewed security problems
using machine learning (ML) techniques in vehicular networks, and
highlighted challenges for using the techniques. It particularly focused on adversarial ML attacks on connected and autonomous
vehicles. Wang et al. [20] provided a survey about networking and
communications in autonomous driving, paying attention to intraand inter-vehicle communications. Peng et al. [22] studied vehicular communications from a network layer aspect, and investigated
different techniques for manual and automated driving vehicular
networks, respectively. Rettore et al. [21] introduced a vehicular
data space in vehicular networks for ITS, with a perspective of
data collection, creation, preparation, processing, and use. Siegel
et al. [24] investigated the architectures, enabling technologies, applications, and challenges in connected vehicles environments, especially concentrating on available technologies and applications.
MacHardy et al. [25] reviewed various access technologies for V2X
communications, and provided a general overview of the current
research challenges in each access technology. Ahmed et al. [26]
touched advances in several aspects of cooperative vehicular networking, including physical, medium access control, routing protocols, link scheduling, and security. Other surveys focused on different topics in vehicular networking, such as heterogeneous vehicular networking [27], vehicular social networking [28], routing [29],
authentication and privacy [23,30], and pseudonym [31].
Each of these surveys either focused on non-IP vehicular networking or addressed IP-vehicular networks only in a generic context (e.g., only mobility and only routing). Moreover, no recent
survey has speciﬁcally described the detailed aspects of IP-based
vehicular networking, such as network architecture, IP address autoconﬁguration, mobility management, activities in Standards Developing Organizations (SDOs), as well as research challenges and
issues. Table 2 shows a comparison of this survey and recent related surveys from aspects of tutorial, use cases, architecture, mobility management, standardization, and challenges and research
issues.

munications Standards Institute (ETSI) ITS [12]. Those standards
use different kinds of messages such as the basic safety message
(BSM) [10], the cooperative awareness message (CAM) [13], and
the decentralized environmental notiﬁcation message (DENM) [14],
respectively.
However, with the currently growing interest of new vertical
markets (e.g., IoT and Multi-access Edge Computing (MEC) [15]) in
vehicles’ on-board sensors and intra-vehicular network, as well as
the need for global connectivity in support of future tele-operated
or automated driving, IP is again attracting increasing attention,
because IP is the most popular network protocol for the Internet. None of the IEEE WAVE, ISO CALM, and the ETSI ITS stacks
are exclusive to IP, but IP-speciﬁc vehicular networking, notably
for safety-related applications, has been subject to less research
over the past decade. Both WAVE 1609.3 [9] and CALM [16] allow for UDP/IP layers to transmit non-safety-related messages over
the DSRC access technology. ETSI has integrated a GeoNetworking encapsulation for transmitting IP packets over ITS-G5 access
technologies [17]. However, IP mechanisms (e.g., retrieving and
maintaining IP addresses, IP multihop wireless/wired connectivity, the need for automotive industry-grade security and privacy,
and mechanisms to integrate intra-/inter-vehicular networks into
an IoT or MEC framework) have not yet been addressed in a coherent way. Fig. 1 shows an architecture of vehicular networks
having both V2I and V2V communications using either LTE/5G V2X
or DSRC links. Vehicles in this architecture can communicate with
a remote traﬃc control center via a vehicular cloud, and other services provided by vendors can also be used, e.g., tele-operation
for vehicles and vehicle telemetry services. A vehicle can share its
internal sensors and devices information with others via Ethernetbased intra-vehicle networks by an on-board unit (OBU) for enhanced smart road services.
1.1. Deﬁnitions
This subsection deﬁnes new terms used in this paper.
Road-Side Unit (RSU): An entity has the Internet access by either a wired or wireless network interface and at least one wireless communication interface for vehicular communications, such
2
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Table 1
Acronyms and abbreviations.
Acronym

Description

AAA

Authentication, Authorization, and Accounting

AR

Access Router

BU

Binding Update

CALM

Communications Access for Land Mobiles

CMA

Central Mobility Anchor

CN

Corresponding Node (or Correspondent Node)

DAD

Duplicate Address Detection

DetNet

Deterministic Networks

DHCPv6

Dynamic Host Conﬁguration Protocol version 6

DMM

Distributed Mobility Management

DNS

Domain Name System

DSRC

Dedicated Short-Range Communications

EPC

Evolved Packet Core

GN

Geographic Networking

HA

Home Agent

HMIPv6

Hierarchical Mobile IPv6

ICMPv6

Internet Control Message Protocol version 6

IEEE 802.11-OCB

IEEE 802.11 Outside the Context of a Basic Service Set

IGW

Internet Gateway

IKEv2

Internet Key Exchange version 2

IPsec

Internet Protocol Security

IPWAVE

IP Wireless Access in Vehicular Environments

LMA

Local Mobility Anchor

MAG

Mobile Access Gateway

MAP

Mobility Anchor Point

MAR

Mobile Access Router

MR

Mobile Router

MEC

Multi-access Edge Computing

MF

Mobility Function

MIPv6

Mobile IPv6

MN (MT)

Mobile Node (Mobile Terminal)

mDNS

Multicast Domain Name System

mMAG

Moving MAG

ND

Neighbor Discovery

NEMO

Network Mobility Basic Support Protocol

OBU

On-Board Unit

OFS

Open-Flow Switch

PBA

Proxy Binding Acknowledgment

PBU

Proxy Binding Update

PDN

Packet Data Network

PDP

Packet Data Protocol

PMIPv6

Proxy Mobile IPv6

RA

Router Advertisement

RS

Router Solicitation

RSU

Road-Side Unit

SDN

Software-Deﬁned Networking

SDO

Standards Developing Organization

SLAAC

Stateless Address Autoconﬁguration

TCC

Traﬃc Control Center

TSN

Time-Sensitive Networking

VANET

Vehicular Ad Hoc Networks

V2I

Vehicle-to-Infrastructure

V2V

Vehicle-to-Vehicle

V2X

Vehicle-to-Everything

WAVE

Wireless Access in Vehicular Environments

WRA

WAVE Router Advertisement

WSA

WAVE Service Advertisement

WSMP

WAVE Short Message Protocol

Fig. 2. Structure of this paper.

1.3. The current survey
The objective of this paper is to provide a coherent survey of
the state-of-art of IP vehicular networking in the context of future
smart road vertical applications of IoT and MEC, notably integrating intra- and inter-vehicular networks and mobility management
in the larger context of global secured IP vehicular networking. Different from the existing surveys, this paper discusses various key
aspects in the IP-based vehicular networking, focusing on network
architecture, IP address autoconﬁguration, and mobility management. In particular, this paper presents the current standardization
status in different SDOs for IP-based vehicular networks. Furthermore, it also delivers an in-depth analysis for the problems and
issues when the vehicular networking uses the existing IP-based
networking mechanisms. More importantly, this paper shares a
variety of research challenges and issues for the future IP-based
vehicular networking.
Fig. 2 shows the structure of this paper. First, this paper begins with a short background knowledge introduction and tutorial
about IP networks (Section 2), and use cases (Section 3) for IP
vehicular networking. Second, it reviews and compares the different IP network architectures (Section 4), IP address conﬁguration
schemes (Section 5), identity management, IP networking, and IP
mobility management mechanisms (Section 6) that have been developed for vehicular networks. Fig. 3 gives a topic classiﬁcation of
IP-based vehicular networks. Third, various security challenges and
solutions are discussed in the mechanisms for vehicular network
architecture and mobility management (Section 4 and 6). Fourth,
this paper explains standardization activities in several SDOs for IP
vehicular networks (Section 7). Finally, a summary and analysis are
provided (Section 8), and the research challenges and issues (Section 9) are discussed. Then we conclude this paper in Section 10.
2. Background of IP-based vehicular networking
The DSRC and IEEE 802.11-Outside the Context of a Basic (OCB)
standards have deﬁned a non-IP short message service in vehicular environments and stated that the standard IPv6 operations can
work in DSRC-based vehicular networks. The 3GPP V2X architecture also supports both IP and non-IP data packet transmissions.
The major operations in the standard IPv6 include router and preﬁx discovery, address autoconﬁguration, neighbor discovery, mobility management, and security. In this section, we review those
background protocols and operations.
3
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Table 2
Comparison of this survey and recent related surveys.
Year

Survey

Cited
Papers

Focus

Tutorial

Use
Cases

Architecture

Mobility
Management

Standardization

Challenges &
Research Issues

2020

Kheliﬁ et al. [18]

199

Named data networking for vehicular
networks in the context of
information-centric networking.



×





×



2020

Qayyum et al. [19]

299

Challenges by adversarial machine
learning techniques.





×

×

×



2019

Wang et al. [20]

238

Intra- and inter-vehicle
communications for autonomous
driving.



×



×

×



2019

Rettore et al. [21]

140

Vehicular data space in vehicular
networks.





×

×

×



2019

Peng et al. [22]

109

Communication techniques for
manual and automated driving
vehicular networks.



×



×

×



2019

Ali et al [23]

113

Authentication and privacy schemes.





×

×

×



2018

Siegel et al. [24]

198

Available technologies and
applications in connected vehicles
environments.

×



×

×

×



2018

MacHardy et al. [25]

136

Various access technologies for V2X
communications.



Partially

×

×

×



2018

Ahmed et al. [26]

119

Several aspects of cooperative
vehicular networking.



×

×

×

×



148

Various aspects of IP-based vehicular
networks













This paper

Fig. 3. Topic classiﬁcation of IP-based vehicular networks.
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2.1. Router and preﬁx discovery

addresses. For doing so, a host multicasts NS messages to a multicast address of a target host, and the target host unicasts an NA
message that includes the link-layer address information back toward the requesting host.
To further detect whether a neighbor host can be reached or
not, a host needs to do the Neighbor Unreachability Detection
(NUD) [38] procedure. A host can leverage two kinds of information to do that:

For connecting to the Internet, a host with a network interface
card needs to have an IP address. In the basic support of IPv6, a
host can have a link-local IPv6 address and a unique global IPv6
address. To conﬁgure the IPv6 addresses, an interface of a host
when powered on ﬁrstly multicasts a Router Solicitation (RS) message to all connected routers and hosts. All routers that received
the RS message shall reply with a Router Advertisement (RA) message that includes IPv6 address preﬁx information of the current
subnet for the host. With the preﬁx information, the interface of
the host can conﬁgure its tentative global IPv6 address based on
a certain rule [32,33]. If receiving several preﬁxes from different
routers, the host needs to select a default router to use [34]. If no
RA message is received, then the host only conﬁgures a link-local
IPv6 address. The preﬁx discovery process can also be done by Dynamic Host Conﬁguration Protocol for IPv6 (DHCPv6) [35], where
a router manages a host’s IPv6 address and other information such
as DNS server addresses and NTP server addresses.

• Hints from upper layer messages from a neighbor, such as acknowledgments from TCP layer returned to the host, which
can indicate that the neighbor is reachable;
• Unicasting NS messages toward a neighbor, which requests
the neighbor to reply with NA messages that can conﬁrm the
reachability of it.
After obtaining the reachability information, the host updates its
neighbor cache to reﬂect the latest state of the neighbor. A host
needs to maintain the neighbor cache by periodically sending NS
messages to neighbors, so that when a new packet arrives in the
network layer, the host can immediately send the packet to its destination.

2.2. Address autoconﬁguration
By receiving the IPv6 address preﬁx information, a host can
autoconﬁgure its IPv6 address by the preﬁx and an interface identiﬁer [32] that can uniquely identify itself on the current subnet,
which usually is derived from its MAC address. While conﬁguring a
global IPv6 address, the host can also conﬁgure a link-local address
used by the current link.
To ensure the uniqueness of an autoconﬁgured IPv6 address,
IPv6 uses the Duplicate Address Detection (DAD) mechanism [32]
as part of IPv6 ND. Through the DAD, a unique link-local address
for a host can be autoconﬁgured. Generating a link-local address
uses a predeﬁned preﬁx, FE80::0, and its interface identiﬁer. The
DAD procedure is performed as follows. An IPv6 host sends a
Neighbor Solicitation (NS) message to its neighbor hosts on the
current link. If any neighbor host replies with a Neighbor Advertisement (NA) message indicating the same link-local address, this
indicates that the link-local address is already used by the responding host, so it cannot be used by the host that sent the NS
message. In this case, the link-local address of the host should be
conﬁgured either manually or in other ways with a possible unique
interface identiﬁer. On the other hand, if there is no NA message
for the NS message, the host can use the link-local address as its
own one.
For the autoconﬁguration of a global IPv6 address, the IPv6 host
needs to perform the DAD of such a global address. Note that some
implementation of IPv6 takes advantage of the DAD of its link-local
address, and skips the DAD of its global address as an optimization,
assuming that the interface identiﬁer of a link-local address is used
for that of a global address of every IPv6 host in the same subnet.
However, for the privacy concern of a global address, the interface
identiﬁer may not be based on the interface identiﬁer of a linklocal address so that an eavesdropper cannot track an IPv6 host
with a speciﬁc global address [36,37]. Thus, every IPv6 host needs
to perform the DAD of its global address in addition to the DAD of
its link-local address.

2.4. Mobility management
Currently there are several standard network-layer mobility
management protocols, such as Mobile IPv6 (MIPv6) [39], Hierarchical Mobile IPv6 (HMIPv6) [40], Proxy Mobile IPv6 (PMIPv6) [41],
and Network Mobility Basic Support Protocol (NEMO-BS) [42].
Wakikawa et al. surveyed other mobility support schemes for the
Internet in [43].
MIPv6 is a protocol that allows an MN (e.g., a vehicle) to communicate with a CN (e.g., a vehicular cloud server) without changing its IPv6 address when the MN moves across different subnets.
In MIPv6, an MN needs to send a binding update message to its
home agent (HA) when it moves to another subnet away from its
HA, and traﬃc from the CN is redirected to the MN via the HA.
Through a route optimization using a binding update of the MN
to the CN, the CN can directly send the MN its traﬃc packets. In
doing so, MIPv6 can provide an MN with a global mobility management support.
To reduce the additional delay caused by MIPv6 in certain scenarios, HMIPv6 proposes a hierarchy in which a mobility anchor
point (MAP) is placed near an MN to function as a local HA. In
HMIPv6, an MN sends binding updates to the local MAP instead of
the remote HA and CNs, so the traveling time of packets can be
reduced.
In the case of a mobile network (e.g., a vehicle with an onboard
IP subnet), the MN becomes a Mobile Router (MR) with routing
capabilities. In such a scenario, NEMO-BS provides a solution that
constructs a bi-directional tunnel between the MR and its HA, so
that all of the traﬃc from/to the local moving network can be tunneled via the HA for IP mobility support.
To remove the involvement of the MN in the mobility management process, PMIPv6 provides an MN with a network-based
mobility mechanism that uses a mobile access gateway (MAG). The
MAG works as the attachment entity for the MN and performs all
of the signaling for the mobility management process with the local mobility anchor (LMA) on behalf of the MN. In this way, the
MN is not involved in the signaling between the MAG and the
LMA. PMIPv6 is a localized mobility management protocol, which
means that it is designed to work on a single administrative domain (i.e., an autonomous domain that manages the LMA and the
MAGs).
The above solutions tackle mobility management problems
from different scenarios. However, when dealing with a scene of

2.3. Neighbor discovery in IPv6
In addition to the router and preﬁx discovery as well as the
address autoconﬁguration, a host also needs to resolve the IPv6 address of other hosts (e.g., terminals and routers) by a table (called
Neighbor Cache Entries) that maps an IPv6 address and a MAC
address of other hosts. To build this address resolution mapping
table, a host sends requests to other hosts to ask their link-layer
5
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vehicular networks, those mobility support schemes may burden
the wireless network (i.e., the infrastructure) due to the lack of
considerations in terms of the high mobility nature of vehicular networks and peer-to-peer (P2P) communication models. For
example, since it can pass the wireless coverage of a new MAG
during the handoff in PMIPv6, a vehicle may not be served by the
new MAG due to either the delay of the handoff or the wrong
selection for a new MAG.

are services for: (a) enhanced navigation, (b) emergency delivery
and accident notiﬁcation, and (c) energy-eﬃcient speed recommendation.
As an enhanced vehicle navigation service shown in Fig. 4,
SAINT (Self-Adaptive Interactive Navigation Tool) has been developed using a vehicular cloud [51]. For a road-traﬃc balanced navigation service, the vehicular cloud with a TCC maintains road
traﬃc statistics, real-time road conditions, the trajectory of each
vehicle (i.e., navigation path), and each vehicle’s mobility information (e.g., its position, speed, and direction). In addition, it determines each vehicle’s navigation path by estimating the near-future
congested road segments according to the previously scheduled
navigation paths in the vehicular networks. For the congestion
estimation, SAINT deﬁnes a virtual metric called congestion contribution that indicates how much a vehicle will contribute to road
traﬃc in its future travel.
In an emergency navigation service, as shown in Fig. 4, SAINT+
(Self-Adaptive Interactive Navigation Tool plus) has been developed
using the interaction between an accident vehicle and an emergency center via a vehicular cloud [52]. SAINT+ inherits the basic
navigation features from SAINT [51], and additionally provides vehicles with a navigation service in a road network in which a road
accident has happened (e.g., instances of car collision and broken
cars). Thus, using SAINT and SAINT+, the vehicular cloud can regulate real-time navigation paths in consideration of the current road
network conditions and vehicle trajectories. Also, it can help platooning trucks select their navigation paths with fuel eﬃciency in
the roadway [53].
For the energy-eﬃcient speed recommendation service, as
shown in Fig. 4, SignalGuru has been developed using a vehicular
cloud [54]. A smartphone mounted on the windshield of a vehicle
sends the pictures of traﬃc signal lights being taken to the vehicular cloud that may ﬁgure out traﬃc signal patterns. The vehicular
cloud gives a recommended speed for energy eﬃciency to each
vehicle that approaches the traﬃc signal area (i.e., intersection). In
the current SignalGuru system, the communication between a vehicle and an RSU is performed via a cellular link, but it can also
be performed via an IP-based DSRC link.
In order to ensure prompt communication between emergency
vehicles, accident vehicles, and a vehicular cloud with a TCC, the
US government has an emergency road network called the First
Responder Network Authority (FirstNet) [55]. This network works
on top of public safety broadband networks and provides vehicles
with security and safety services, such as emergency help calls and
road report calls. This FirstNet is currently constructed by cellular networks including the Radio Access Network (RAN) connected
with the core system of FirstNet, but the IP-based DSRC networks
using WAVE can also be used in the future.
For a future road environment where all vehicles are fully autonomous and connected, these autonomous vehicles can be fully
scheduled to cross signal-free intersections with help of an MEC
server [56,57]. An MEC server, by receiving mobility information
of vehicles, can calculate an optimal vehicle crossing schedule for
each vehicle. As vehicles continue moving, the calculated schedule
can also be updated by the latest mobility information of vehicles
in the MEC server. Such kind of signal-free intersection crossing
mechanisms can signiﬁcantly increase throughput of an intersection and improve power eﬃciency of autonomous vehicles.

2.5. IP security
The standard IP layer network security mechanisms are Internet
Protocol Security (IPsec) [44–47] and its key exchange protocol, Internet Key Exchange version 2 (IKEv2) [48]. IPsec uses two basic
protocols, i.e., IP Authentication Header (AH) [45] and IP Encapsulating Security Payload (ESP) [46], for IP layer security, where any
IPsec-enabled system shall support ESP and may support AH. ESP
provides both integrity and conﬁdentiality for data traﬃc, which
has two modes, transport mode and tunnel mode. The transport
mode lets an ESP header be inserted between an IP header and
an upper layer header (e.g., TCP and UDP headers), and the tunnel mode adds an ESP header before an IP header. To make IPsec
be executed, two peers (e.g., a vehicle and a cloud server) need
to make Security Associations (SAs) that build a bidirectional IPsec
path between them. An IPsec module in each peer obtains various parameters via SA for securing future data traﬃc, including
data encapsulation mode, encryption algorithm, authentication algorithm, key exchange, and SA lifetime. For encrypting data, IPsec
employs different symmetric encryption algorithms, e.g., Advanced
Encryption Standard (AES). When a host receives an encrypted
packet, the packet needs to be authenticated by Keyed Hash Message Authentication Code (HMAC). A digital signature using HMAC
was generated by the transmitter of the packet and included in Integrity Check Value (ICV) of an AH or ESP header of the encrypted
IP packet. The receiving host can verify the digital signature in ICV
with a manually pre-shared key or an automatic exchanged key
by a hash algorithm, such as Message Digest Algorithm (MD5),
Secure Hash Algorithm (SHA1), and SHA2. IKEv2 helps distribute
encryption keys and authentication keys between two peers by
UDP protocol.
For securing the IPv6 ND protocol, a SEcure Neighbor Discovery (SEND) improvement was proposed [49,50]. SEND introduced a
set of mechanisms to improve the ND security, such as an Authorization Delegation Discovery (ADD) process and an address ownership proof mechanism. A host can accept a default router only
when this router has a certiﬁcation path with a trust anchor. If the
certiﬁcation path is not available, then the authorization delegation discovery process can be used. A node uses Cryptographically
Generated Addresses (CGA) [37] to ensure the ownership of ND
messages by a public-private key pair. SEND also suggested other
improvements for ND, such as a new RSA Signature option for integrity of ND messages, and two new ND options to prevent replay
attacks.
3. IP vehicular networking use cases
Various ITS applications and services can be developed in consideration of IP networking. This section surveys the use cases
related to V2I, V2V, and V2X communications.
3.1. V2I networking use cases

3.2. V2V networking use cases

The use cases of V2I involve safety and non-safety services that
use V2I and I2V communications, which can be based on an RSU
via DSRC (e.g., WAVE) or a base station via Cellular Network Communication (e.g., 4G-LTE/5G). For example, as shown in Fig. 4, there

The V2V use cases are safety services that use V2V communications. Examples, as shown in Fig. 5, include context-aware navigation, cooperative adaptive cruise control, and truck platoon on the
highway. These three safety services can be implemented for self6
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Fig. 4. Use cases in V2I networking. (a) Enhanced vehicle navigation service. (b) Emergency delivery and accident notiﬁcation service. (c) Energy-eﬃcient speed recommendation.

driving vehicles. Communication among vehicles can be performed
via DSRC (e.g., WAVE).
Context-Awareness Safety Driving (CASD) is a driving safety service for human-driving, self-driving, and hybrid-self-driving (i.e.,
driving conducted by both a human and a machine) [58]. CASD
lets vehicles share driving information with other vehicles and also
controls vehicle maneuvers in dangerous situations. As shown in
Fig. 5(a), each vehicle classiﬁes any geographically adjacent vehicles (i.e., neighboring vehicles) into three classes: (i) Class-1 Vehicles with Line-of-Sight (LoS) and Unsafe Range, (ii) Class-2 Vehicles
with Non-LoS but Unsafe Range, and (iii) Class-3 Vehicles with Safe
Range. Vehicles employing a CASD system cooperate with each
other in order to plan safe driving-motions in real time via DSRCbased V2V communications in order to avoid collisions on either a
highway or an urban road network.
A legacy cruise control can be extended into a Cooperative
Adaptive Cruise Control [59] by considering a wider view based on
V2V communication. This extended cruise control coordinates adjacent vehicles on a given road segment or highway so that each
vehicle can keep a safe inter-distance between all adjacent vehicles
via V2V. If a vehicle abruptly reduces its speed or stops in a roadway, it notiﬁes all adjacent vehicles moving behind or in front of
it for the emergency situation by V2V-based direct communication
in a timely manner. This notiﬁcation propagates through vehicles
in a connected Vehicular Ad Hoc Networks (VANET) in a progressive fashion, and allows them to adjust their speed and direction
accordingly.
A truck platoon is a series of trucks moving together in a linear
group with a short inter-space (e.g., 3 m to 10 m) on a highway, as
shown in Fig. 5(c) [60,61]. Platooning in this way is useful for road
traﬃc throughput and saving vehicle energy. Through the platooning based on V2V, vehicles move closely and quickly by adjusting

Fig. 5. Use cases in V2V networking. (a) Context-aware navigation. (b) Cooperative
adaptive cruise control. (c) Truck platooning on a highway.
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3GPP V2X technologies can accelerate ubiquitous connections for
humans and vehicles.
As applications of data communication for 5G New Radio (5GNR) [5] based Cellular-V2X (C-V2X), there are use cases such as
cross-traﬃc left-turn assist, intersection movement assist, emergency brake warning, traﬃc jam warning, software update, remote
vehicle health monitoring, hazardous location warning, speed harmonization, high-deﬁnition sensor sharing, see-through for pass
maneuver, lane change warning, and vulnerable road user protection [72].
4. Vehicular network architecture
The network architecture determines the overall working ﬂows
of a system. This section reviews several IP-based vehicular network architectures. With knowledge of these architectures, one
may better understand the future IP-enabled vehicular networks.
Table 3 shows a taxonomy of the vehicular network architectures
surveyed in this section. Fig. 7 shows a classiﬁcation of IP-based
vehicular network architectures surveyed in this section.
Fig. 6. Use case in V2X networking: pedestrian protection.

4.1. Service type-based IP architecture
their speed so as to maintain inter-spaces that are suﬃciently large
enough to avoid collisions, so that the road traﬃc throughput can
be improved. In addition, in such platooning, the leading vehicle
requires a driver just in case, because the leading vehicle as a
leader can control the other vehicles in the platoon. Such truck
platooning can save substantial labor expenses for drivers as well
as reduce fuel consumption, since the leading truck can block air
resistance for the following vehicles in the same platoon of trucks.
A cooperative automated driving (CAD) [62] system can enable
autonomous vehicles to coordinate their trajectory maneuvers by a
collective perception mechanism that allows the vehicles to share
their sensing information with each other by 5G V2X communications. The CAD system can be applied to different traﬃc scenarios.
For example, in a highway on-ramp scenario, merging vehicles can
negotiate a proper merging trajectory with mainstream vehicles.
However, the CAD system only used Cooperative Awareness Message (CAM) [63] instead of IP based communications. For interconnecting vehicles from different automotive vendors, IP-based vehicular communications can be a good carrier, considering a huge
number of existing IP-based protocols.

The authors in [64] presented a vehicular IP architecture based
on WAVE named VIP-WAVE for applications of I2V and V2I networking. IEEE WAVE 1609.3 speciﬁes a set of protocols that include
IPv6 as the main network layer protocol in the data plane [9].
However, the standard WAVE does not support certain IPv6 features, such as seamless communications for Internet services, duplicate address detection (called DAD), and multihop communications between a vehicle and an RSU. Thus, for improving the
IP networking support in the standard WAVE, VIP-WAVE suggests
three schemes as follows:

• A new IPv6 address assignment mechanism and DAD;
• An on-demand IP mobility management based on PMIPv6;
• A relay mechanism for two-hop I2V and V2I communications.
An RSU can use WAVE service advertisement (WSA) management frames to provide IP conﬁguration information to vehicles
without ND. Fig. 8 shows that a vehicle receives a WSA message
in CCH from an RSU to start IP-based services. In order to ensure pseudonymity, devices in WAVE may support readdressing,
and thus the vehicle MAC address may change over time. However, it should be noted that an updated MAC address may lead to
a collision with another IPv6 address based on a MAC address. To
avoid such an issue, VIP-WAVE was proposed with a lightweight
and on-demand ND process for DAD.
For mobility management, VIP-WAVE deﬁnes two types of services in vehicular networks, as shown in Fig. 8: (i) extended services and (ii) non-extended services. In extended services, VIPWAVE uses the PMIPv6 mechanism [41]. An RSU and a vehicle
become a mobile anchor gateway (MAG) and a mobile node (MN),
respectively, in the PMIPv6 domain. Based on the PMIPv6 operations, an RSU as a proxy signals the movement of a vehicle to
a local mobility anchor (LMA). As shown in Fig. 8, an MAG (i.e.,
RSU) sends a Proxy Binding Update (PBU) message to an LMA to
register or update the mobility information of the MN. The LMA
replies to the MAG with a Proxy Binding Acknowledgment (PBA)
message that includes a registration or update conﬁrmation and
network parameters such as IPv6 address preﬁx information. The
MAG shares the received network parameters with the vehicles by
RA messages. When moving through several RSUs, the vehicle can
receive IPv6 preﬁxes from the LMA. The LMA tunnels packets toward the vehicle via the RSUs through which the vehicle travels.

3.3. V2X networking use cases
The V2X use cases are safety services that use V2V, V2I,
and vehicle-to-pedestrian (V2P) communications. For example, as
shown in Fig. 6, there is a Safety-Aware Navigation Application
(SANA) for pedestrian protections [70]. In the SANA service, a vehicle and a pedestrian’s smartphone (or smart watch) can communicate with each other via DSRC (e.g., WAVE). Since smartphones
do not yet support DSRC devices, Vehicles to infrastructure to
pedestrian (V2I2P) communications can be used to achieve communication between a vehicle and a pedestrian via an RSU as a
tentative method. Through edge computing in an RSU (or an edge
server) [71], vehicles and a pedestrian’s smartphone can schedule
communication times in consideration of their trajectories in an
energy-eﬃcient manner.
The enhanced 5G-V2X architecture [5] suggests that a 5G
sidelink-enabled smartphone can directly communicate with a
5G-V2X-enabled vehicle. A pedestrian with such kind of a smartphone can receive warning messages when a possible collision
is detected. Since the 3GPP cellular networks are already all-IP
networks, certainly the IP-based vehicular networks on DSRC and
8
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Table 3
Comparison of IP vehicular network architectures.
Ref.

Type

Objective

Scenario

Method

Analysis

Sim.

Imp.

Year

[64]

V2I, V2V

IPv6-based
architecture design

IPv6-based data
communication
based on service
types

On-demand ND-based DAD; On-demand
PMIPv6; Vehicle relay communications.





×

2013

[65]

V2I

Reviewing issues
related to IPv6
operation for WAVE

IP addressing model
in Ad Hoc

Comparing link model, address model,
scopes, and uniqueness; Suggesting
challenges in upper layers of network
layer.

Partially

×

×

2010

[66]

V2I, V2V

Enabling multicast
services in ITS

A distributed
geographic multicast

Geographic multicast address
autoconﬁguration with a group
membership management; A dynamic
network protocol selection method for
both non-IP and IP multicasting.

Partially

×

×

2012

[67]

V2I, V2V

Designing an
architecture for both
IP networking and
access radio

General V2V and V2I
communications

A radio frequency assignment strategy
that can reuse channels based on the
signal interference level.

Partially

×

×

2011

[68]

V2I

Mobility support

V2I communications

PMIP and integrating passengers’ mobile
devices.

Partially

×

×

2001

[69]

V2I

Secure vehicular IPv6
communication with
IKEv2 and IPsec

Security threats in
IPv6-based VANET

Implementation and experimental
evaluation of IPsec and IKEv2 for IPv6
NEMO in vehicular environments.

Partially

×



2016

Fig. 7. Classiﬁcation of IP-based vehicular network architectures.

In VIP-WAVE, a vehicle can also communicate with an RSU via
a relay vehicle by two-hop communications. Thus, when exiting
the communication range of an RSU, a vehicle can send a relay
service announcement to nearby vehicles. Upon receiving such an
announcement, a nearby vehicle may register itself into an RSU as
a forwarder, and the forwarder can then immediately notify the
requesting vehicle of a relay maintenance announcement.
In non-extended services such as parking, a vehicle may obtain
a temporary IPv6 address from a serving RSU. As shown in Fig. 8, a
vehicle can send an address veriﬁcation message to an RSU that is
dedicated to a service, and the RSU caches the IP addresses of registered vehicles. Once a vehicle exits the service area, after a ﬁxed
amount of time, the vehicle’s IP address will be removed from the
cache of the RSU.
Therefore, VIP-WAVE can be a suitable candidate architecture
in IP-based vehicle networking based on the fact that it supports
on-demand ND, PMIPv6-based mobility management, and a relaybased V2I communication mechanism for different types of services.

The authors in [65] showed that, for the IEEE 1609.3 standard,
it is not recommended to have many IPv6 operations over WAVE,
which may require IPv6 network parameter acquisition (e.g., a subnet preﬁx, DNS suﬃxes, and DNS server addresses) and IPv6 stateless address autoconﬁguration (SLAAC). Moreover, the link-layer
assumptions in IPv6 may not be fulﬁlled in WAVE. For example,
the assumptions in IPv6 require symmetric connectivity between
two interfaces. However, the nature of wireless communications in
WAVE may lead to asymmetric connections between two vehicles
due to signal fading and interference. Generally, for an IPv6 subnet, interfaces on the same subnet may use the same preﬁx to
generate IPv6 addresses, which is considered as one-hop communications among the interfaces. Thus, a link is correlated to a preﬁx
in IPv6 despite the working domain differences between link-local
and global addresses. The vehicle mobility and frequent topology
changes may nullify the correlation in a WAVE-based vehicular
network.
They also showed that using the standard IPv6 stack may be insuﬃcient, as claimed by the IEEE 1609.3. Since the link model of
ad-hoc networks deﬁned in [73] is similar to that of vehicular networks, it may be better to follow the principle of [73] regarding
the conﬁguration of IP subnet preﬁxes and IP addresses. In addition, the protocols relying on multicasting (e.g., ND and DHCPv6)
deﬁned in the standard IPv6 may not work properly in vehicular
networks because of instantaneous link connectivity.

4.2. IEEE 1609-based standard IPv6 architecture
Baccelli et al. analyzed the IPv6 operations in the IEEE WAVE
1609 [65] standard. For supporting infotainment traﬃc, WAVE
standard deﬁnes basic IPv6 operations along with TCP and UDP
stacks. Although WAVE is designed to broadcast safety information,
IP-based applications cannot be neglected.
9
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Fig. 8. Vehicular IP architecture based on IEEE WAVE standard.

4.3. Internet-based IP multicast services architecture

determine the target area and the target multicast group leader.
The multicast packet is ﬁrst unicasted to the group leader for the
target group, and then the group leader multicasts the packet to
its members.
Eventually, the paper detailed the integration of the above proposed process. The integrated framework involved the design of
several components, such as a mapper, geodestination table, network selector, mapping table, and network proﬁle manager. Along
with these components, the authors also shaped the working ﬂows
on both the transmitting and receiving sides.

The authors in [66] proposed an architecture that supports
infrastructure-based multicast services for Internet access in vehicular networks. The proposed architecture operates in two different
phases: (i) the initialization or bootstrapping phase and (ii) the
multicast traﬃc dissemination phase. The initialization phase involves a multicast address self-conﬁguration process that relies
on the geographic position information of a vehicle. This phase
also includes a membership construction scheme for routing packets. The second phase has two mechanisms: (i) a network protocol selection mechanism when a packet is transmitted and (ii)
a receiver-based multicast mechanism for disseminating multicast
packets.
In the initialization phase, a vehicle can use the mechanism
called Geographic Multicast Address Autoconﬁguration (GMAA) to
conﬁgure a general multicast address based on its own geographic
position information without requiring any additional signal messages. As it moves through multiple areas, a vehicle may update its
current multicast address with new geographic position information. For multicast purposes, vehicles are divided into groups, with
each group having a group leader that acts as a local multicast
manager; the group leader is in charge of disseminating multicast
packets to its members.
In the multicast traﬃc dissemination phase, the architecture
provides an approach for selecting a proper network protocol with
which to transmit packets. This approach decides a proper network protocol for a packet according to a network proﬁle that
considers ﬂow requirements, the availability of interfaces, and so
on. Depending on the network proﬁle, a data packet can be encapsulated into a geonetworking packet or an IP packet. Then, in order
to better multicast packets, a receiver-based multicast mechanism
is also proposed. A group leader periodically reports its proﬁle to
the server. The server can execute a reverse geocoding function to

4.4. Joint IP networking and radio architecture
The authors in [67] presented a joint IP networking and radio architecture for vehicular networks. The proposed architecture
deﬁnes one-hop connections as an IP subnet. For an IP subnet,
the architecture categorizes vehicles into three types: Leaf Vehicles (LV), Range Extending Vehicles (REV), and Internet Vehicles
(IV). According to the deﬁnitions used in the paper, the LV group
accounts for the major group of vehicles, as end users. A vehicle
in the second type (REV) mainly functions as a relay to connect
the LV to the Internet via IV. The IV type, as the name suggests,
represents a group of vehicles being directly connected to the Internet. In addition to the three types of vehicles, the authors deﬁne
six types of topologies for vehicular networking. Fig. 9 shows these
six types: LV2LV, LV2REV2LV, LV2REV2REV2LV, LV2RSU, LV2IV2RSU,
and LV2REV2IV2RSU.
The authors provided an example to illustrate the role of each
of the types deﬁned above by modeling connected vehicles to a
train. In this train, an LV is an in-wagon node while an REV is
an inter-wagon relay, and an IV is a gateway node with Internet
access. Based on this train model, the authors also analyzed the
routing process among wagons in a train.
10
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ment. In many cases, a vehicle may simultaneously discover several
available IGWs. In this situation, a vehicle can select a serving IGW
by a number of additional parameters, such as an IGW’s capacity, remaining bandwidth, and location. For this selection process,
the authors proposed a fuzzy-based method. This fuzzy method
categorizes applications into four types: best effort, interactive, AV
streaming, and real-time applications. Through this fuzzy selection
method, a vehicle can determine the most suitable serving IGW.
When considering that mobile devices (e.g., laptops and tablets)
inside a vehicle require Internet access, MOCCA includes a vehicle
proxy to function as a proxy for those devices. The mobile devices build TCP connections with the vehicle proxy, and the vehicle
proxy caches and forwards the data packets to a serving IGW via
FleetNet. In this way, a legacy application in a mobile device is not
required to modify its protocol stack to support MOCCA for the Internet access.
4.6. Vehicular IPsec architecture
In order to secure IPv6 communication for the vehicular networks, Fernandez et al. proposed an approach using Internet
Key Exchange version 2 (IKEv2) and Internet Protocol Security
(IPsec) [69]. Their approach focuses on using MR with multiple
wireless interfaces to secure IPv6 NEMO for internal vehicle devices, and the wireless interfaces consist of IEEE 802.16, WiFi,
cellular networks, and IEEE 802.11p. Their approach also has three
different types of stations, as described below.

Fig. 9. Six types of IP topologies.

For the allocation of radio frequency, the paper suggested a
channel reuse scheme to maximally utilize the available channels.
The paper did not evaluate the proposed architecture, but the primary analysis indicates that the proposed architecture may have
high overhead.

• Vehicle ITS Station (Vehicle ITS-S): Vehicles communicating
with MR.

• Roadside ITS Station (Roadside ITS-S): This station provides Internet access to the vehicles.

• Central ITS Station (Central ITS-S): This is a TCC as a Home

4.5. Mobile IP access architecture

Agent (HA) and manages the locations of the vehicles.

The authors in [68] proposed a mobile communication architecture called MOCCA for integrating ad-hoc inter-vehicle communication (IVC) systems with Internet access. MOCCA, based on the
FleetNet system, supports a mobility management scheme, a service discovery process, and legacy architectures for mobile devices
inside a vehicle. The FleetNet system was developed to demonstrate an ad-hoc IVC system for distributing data and providing
information and services that depend on the locations of vehicles, which have no direct Internet access. MOCCA extends the
FleetNet system to include the ability to access the Internet. The
extended architecture consists of vehicles, Internet gateways (IGW),
a proxy [41], and corresponding nodes (CN). An IGW is an infrastructure node (i.e., RSU) that provides the passing vehicles with Internet access. A proxy is a node that supports different addressing
schemes, mobility management, and the interoperability between
the FleetNet and the Internet.
Mobility support in MOCCA uses a modiﬁed MIPv6 approach
called MIPv6*. MIPv6* allows a vehicle to use its global IPv6 address for mobility management rather than an autoconﬁgured IPv6
address. In addition, the mobility signaling messages for a vehicle
are delegated to the IGW, which is quite similar to the PMIPv6
mechanism for network-based mobility management. Thus, the
proxy can build a tunnel for routing packets between a vehicle
and its CNs.
For service discovery, MOCCA suggests a service discovery protocol using the service location protocol (SLP) based on IPv6 [74–
76]. The suggested SLP has two basic functions: (i) An IGW periodically announces its service list to a geographic area limited
by the FleetNet geocasting and (ii) a vehicle receiving the service
list caches the available services. Through these two functions, a
vehicle can discover a series of serving IGWs for mobility manage-

In order to enable a secure communication between the MR
and HA for control and data traﬃc, IPsec can be established between the MR and HA. In most cases, a Roadside ITS-S provides
Internet access to Vehicle ITS-S using one of the available wireless interfaces. If the Roadside ITS-S is not available for vehicles,
a cellular network can be used as a backup for the Internet connectivity instead. The NEMO protocol can be enhanced by a secure
communication scheme that interworks with IKEv2 and IPsec.
The authors have experimented on their scheme in a real
testbed. The testbed was built using a combination of cellular
and IEEE 802.11p networks, and also in-vehicle devices used IEEE
802.11g to connect to an MR within a vehicle. After a few experiments, the results showed that secure IPv6 had minimal overhead
and impact on the connection and communication performance.
4.7. Key observations
Based on the results of the above surveyed papers about vehicular network architectures, several conclusions can be drawn.

• Firstly, we should be aware of the unidirectional links in vehicular communications when designing the IP link model. The
unidirectional links may cause ND failure, so reduce the reliability of the IP packets routing and forwarding. Notice that the
unidirectional link for ND can happen sporadically for a while
and can also be mitigated by subsequently retransmitted ND
messages.
• Secondly, from the application perspective, a vehicular network architecture should adapt to different types of services.
For instance, VIP-WAVE [64] proposes two types of services
for vehicular networking, extended and non-extended services.
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Table 4
Comparison of IP address autoconﬁguration schemes.
Ref.

Type

Objective

Scenario

Method

Analysis

Sim.

Imp.

Year

[77]

V2V

Address
autoconﬁguration by
DHCP

Clustered vehicles
environments

A leader-vehicle in a vehicle cluster
conﬁgures IP addresses for other vehicles in
this cluster based on DHCP.

Partially



×

2016

[78]

V2I

Address
autoconﬁguration

Address assignment
by road layout

A subnet preﬁx allocation method by lanes
where a vehicle determines its IP address by
its current lane and position.

Partially



×

2008

[79]

V2I

Address
autoconﬁguration by
geographic
networking

Geographic
networking

A subnet preﬁx allocation method by
geographic areas.







2008

[80]

V2I

Privacy protection in
address
autoconﬁguration

Vehicles with
pseudonym MAC
address

A vehicle determines its IP address by a
dynamic and pseudonym-based MAC address.

Partially

×

×

2010

Fig. 11. Vehicular address conﬁguration via DHCP.

Fig. 10. Classiﬁcation of IP address autoconﬁguration schemes.

In this section, we investigate the different approaches for vehicles IP address autoconﬁguration. Table 4 shows a taxonomy of
the IP address autoconﬁguration schemes. Fig. 10 shows a classiﬁcation of IP address autoconﬁguration schemes surveyed in this
section.

VANET. A cluster header, as a leader, acts as a DHCP server to
assign IP addresses to cluster members (as DHCP clients) within
the same connected VANET. Note that a connected VANET consists of vehicles that can communicate with each other via DSRC
and that can perform multihop communications through a VANET
routing protocol. The cluster header maintains the mapping of a
cluster member and an IP address in its DHCP database. For example, if a cluster member leaves the current cluster, the cluster
header quickly reﬂects this in its DHCP database, and, as a result,
VAC tries to reduce the overhead of IP address maintenance in a
high mobility environment.
“Scope” is deﬁned as the number of hops in a conﬁned geographic area, where each cluster member has a unique IP address.
If a cluster member has an IP address from a cluster header in
a connected VANET within the same scope, it is assured that the
cluster member’s assigned IP address is unique in the scope. If the
cluster member leaves out of the current connected VANET, it requires another IP address assignment from the cluster header in
the next connected VANET. The newly assigned IP address should
be unique in the new VANET, as shown in Fig. 11. When a vehicle
moves on a highway, it can move frequently from a cluster to another cluster over time, meaning that its IP address can change
frequently, leading to heavy overhead for address conﬁguration.
Therefore, while the VAC can provide vehicles with a possible IP
address autoconﬁguration for V2V communications, the management overhead is not negligible for the unique IP address assignment in VANET environments (e.g., highway scenarios) where vehicles frequently move to different clusters.

5.1. DHCP-based address allocation

5.2. Lane and position-based address allocation

A Vehicular Address Conﬁguration (VAC) scheme was proposed
in [77] for a VANET. The proposed VAC is a distributed scheme of
DHCP [81,82], which stands for Dynamic Host Conﬁguration Protocol. VAC consists of cluster headers and cluster members in the

An IPv6 address conﬁguration method was proposed to use a
vehicle’s road lane position in a roadway [78]. This method assigns
an IPv6 preﬁx to each lane in a roadway so that vehicles moving in
different lanes can be assigned to different subnets by combining

The extended services may employ full-ﬂedged IP mobility
management solutions, such as MIPv6 and PMIPv6, while nonextended services may use a simpliﬁed version of IPv6 networking for instance without mobility support.
• Thirdly, in order to protect the privacy of a vehicle, the MAC
address as a pseudonym can be changed periodically, leading
to a change in the IPv6 address, so a light-weight DAD procedure may be necessary.
• Fourthly, usually vehicles do not have a home network, but location management for vehicles may be required to keep track
of them and route packets to them. In order to ensure eﬃcient
mobility management, a network-based mobility support may
be concealed from both a vehicle itself and the correspondent
nodes (CN).
• Lastly, security in vehicular networks is very important for
providing a secure and reliable communication to vehicles, and
the AAA service must be considered in an eﬃcient and effective manner. Since vehicles may have multiple interfaces, both
horizontal and vertical handoffs should be considered.

5. IP address autoconﬁguration
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5.4. Cross-layer identity management
Vehicular networks may consist of multiple radio technologies
such as DSRC, WiFi, and cellular networks, so an eﬃcient crosslayer network architecture that combines those technologies needs
to be facilitated. In these vehicular networks, vehicles are equipped
with multiple network interfaces for those technologies. As a result, their interfaces have the corresponding identities as communication entities, so the eﬃcient management of those multiple
identities are required [80]. Note that, while the framework in [80]
is focused on ETSI GeoNetworking for IPv6 networking, it can also
accommodate IPv6 over 802.11-OCB for DSRC-based vehicular networks.
For the identity management in cross-layer networks [80], the
key requirements are as follows. The ﬁrst is security and privacy
for vehicular networks. For example, in order to prevent vehicles
from being tracked by hackers, the network interfaces of vehicles
should use MAC address pseudonyms, where the MAC addresses
are periodically changed over time for privacy protection. Since
the IPv6 address of a network interface is usually based on its
MAC address, a change in the MAC address may trigger updates
in the corresponding IPv6 address. Such changes in the MAC and
IP addresses can cause diﬃculty for hackers in tracking a vehicle. However, these updates should be done carefully so as not
to hinder the communication between adjacent vehicles for safe
driving on a highway. When a vehicle changes its MAC and IPv6
addresses, the neighboring vehicles must take time to recognize
those changes in the addresses, so they cannot promptly exchange
safety messages at that time.
In addition, a framework for cross-layer networks is deﬁned so
as to satisfy the requirements of multiple identity management in
the aspect of the network layer. When a vehicle communicates
with an IPv6 node with multiple interfaces, IPv6 packets from/to
the multiple interfaces should be delivered in a harmonized way
in order to achieve high performance. In particular, IPv6 packets
should be eﬃciently routed to a TCP session using these multiple
interfaces (i.e., multi-TCP) through multiple radio networks and the
associated wired networks. Otherwise, the multi-TCP session can
suffer from a low performance if a path related to a radio technology cannot promptly deliver TCP segments. Therefore, the multiple
identity management should be well-designed and operate according to real-time network situations.

Fig. 12. Address Assignment using Lane/Position Information.

Fig. 13. GeoSAC-scalable address autoconﬁguration for VANET by geographic networking concepts.

their MAC address with their current lane preﬁx. Whenever a vehicle moves to an adjacent lane, it needs to update its IP address,
as shown in Fig. 12. Thus, in urban road networks where short
road segments are connected at intersections and road segments
have multiple lanes, the vehicles will need to frequently update
their IP address over time. This means that the IP address autoconﬁguration will happen frequently. Even in the IP mobility support
for seamless TCP connections, the frequent IP address updates will
lead to high overhead messaging for IP address update notiﬁcation.
As a result, this address conﬁguration method will be ineﬃcient.

5.5. Key observations
5.3. Geography-based address allocation
The IP address autoconﬁguration for vehicles can use either a
server-based stateful allocation or a location-based stateless conﬁguration. For a server-based stateful allocation, a cluster header
with an address pool can be selected as a distributed DHCP server,
and it can then allocate IP addresses to its cluster members within
their connected VANET. For a location-based stateless conﬁguration, the lanes of a road segment can have unique IPv6 preﬁxes,
or the geographic areas of RSUs can have preﬁxes. In the case of
multiple radio interfaces in a vehicle, a cross-layer identity management is required such that a multi-TCP session is supported
eﬃciently over the multiple radio networks. We also have several
other observations as follows:

An IPv6 Geographic Scalable Address Auto-Conﬁguration
(GeoSAC) scheme was proposed for vehicles in large-scale vehicular networks [79]. This GeoSAC extends the legacy IPv6 ND Protocol
for road networks such that the address autoconﬁguration messages and data messages can be routed to destination nodes using
a geographic routing protocol. It deﬁnes a geographic area in a
road network as a multicast link (i.e., an IP subnet), where vehicles can communicate with each other over multicasting in a
wireless radio link, as shown in Fig. 13. Hence, vehicles belonging
to this geographic area can construct a connected VANET in which
multicast data forwarding is feasible.
The GeoSAC uses a geographic routing protocol to perform IPv6
DAD procedure, which runs in a Car-to-Car (C2C) NET layer, that is,
a sub-IP layer. Through the use of this geographic routing protocol,
IPv6 RA messages from a router (i.e., RSU) can be disseminated to
the vehicles in its geographic area (i.e., IPv6 subnet). In addition,
the DAD messages from a vehicle can be reachable by other vehicles for address uniqueness testing. Therefore, the GeoSAC can
effectively support the IP address autoconﬁguration in road networks with RSUs as IP routers.

• Firstly, a stateful address allocation approach [77] managed
by a server supports V2V communication among vehicles in
a highway. When vehicles move fast on a highway and change
their clusters, they need to acquire a new IP address from a
new cluster header. According to the DHCP discovery protocol,
such an IP address lease suffers from a delay, so the vehicles
newly entering to the cluster need to wait some amount of
time before they can communicate with neighboring vehicles
13
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Fig. 14. Classiﬁcation of IP-based mobility management schemes.

in the cluster for driving safety. Thus, prompt V2V communication can be hindered by the IP address acquisition delay.
• Secondly, a stateless address conﬁguration scheme [78] based
on lane information can cause substantial overhead for IPv6
address conﬁguration when a vehicle frequently changes its
lane. Whenever a vehicle changes its lane, its subnet changes,
and it should generate a new IPv6 address based on the preﬁx associated with the current lane. This method also does not
allow adjacent vehicles in different lanes to communicate with
each other for driving safety because they belong to different
subnets. Thus, for safety applications, this method is not feasible.
• Thirdly, a geography-based stateless address conﬁguration
scheme [79] performs better than the lane-based stateless address conﬁguration scheme in terms of address conﬁguration
overhead and communication with adjacent neighbor vehicles.
However, when vehicles move quickly through multiple RSUs’
coverage, they need to conﬁgure their IP addresses. In urban
road networks, RSUs will usually be deployed at intersections.
In rush hours, when vehicles are moving through intersections, many ND-related messages are generated for DAD for
updated IPv6 addresses. The more vehicles are moving in the
road networks, the more ND traﬃc overhead is generated. A
more eﬃcient preﬁx assignment to reduce the ND traﬃc is
thus required.
• Lastly, a cross-layer identity management [80] is required for a
vehicle with multiple radio interfaces because when a vehicle
switches from a radio technology to another radio technology,
it requires a vertical handoff. Since this is involved in different
radio technologies and the corresponding wired networks, the
packets destined for different IP addresses of a vehicle should
be correctly routed to the vehicle. In order to ensure privacy,
since the MAC and IP addresses change over time, the routing
tables for the multiple interfaces should be quickly updated
in the framework with multiple radio technologies, and the
continuity of TCP sessions should also be handled with the address update of TCP end points. In addition, in order to support
a multi-TCP session, the load balance and synchronous delivery for IP packets for the TCP session should be performed
by a coordination function in the framework so as to support
multiple identities. Thus, the IP address management for multiple interfaces faces many challenges.

6. IP mobility management in vehicular networks
Mobility management plays an essential role in vehicular networks. The highly dynamic mobility nature of vehicles requires an
eﬃcient solution for dealing with the attachment and detachment
to links while vehicles are moving.
This section introduces and surveys several IP mobility management schemes in vehicular networks for the support of handoff. It
mainly explains new approaches for vehicular mobility management, such as IP passing protocols, DMM-based approaches, SDNbased approaches, and some hybrid approaches. Table 5 shows a
taxonomy of the mobility management schemes surveyed in this
section. Fig. 14 shows a classiﬁcation of IP-based mobility management schemes surveyed in this section.
6.1. Group- and individual-assisted IP address passing
When a vehicle travels at a high speed and frequently joins and
leaves the coverage of a number of ARs (i.e., RSUs), the ongoing
communication sessions of the vehicle may be broken down due
to the problem of the ineﬃcient handoff procedure. An IP address
passing protocol [94] can help the vehicle maintain the current IP
address and obtain a new IP address from various sources (e.g.,
DHCP server) when the vehicle travels to a new AR. In this way, it
is possible to maintain the ongoing sessions for longer periods. For
instance, an exiting vehicle can pass its old IP address to a newly
entering vehicle in order to reduce the handoff latency. However,
when network fragmentation is present (e.g., in a sparse network),
the IP passing process may experience some delay or even stop
working due to a high packet loss rate.
In order to solve this problem, Chen et al. [83] proposed an IP
passing scheme that can delay the release of IP addresses and let
a vehicle quickly obtain a new IP address in sparse vehicular networks via a DHCP server. The main idea of the paper is to use
cooperation among vehicles. As shown in Fig. 15, an exiting mobile node (i.e., LMN) checks whether or not it can form a virtual
bus, which is a group of vehicles, to pass its previous IP address
to another vehicle upon receiving a new IP address from the new
AR. If a virtual bus is built, the LMN passes its IP address to another mobile node (i.e., KMN), which will keep the IP address, for
future entering mobile nodes (i.e., EMN) on the same or opposite
directions. When moving into the coverage of an AR, an EMN ﬁrst
broadcasts an IP address request packet to both a KMN and a DHCP
server, and then proceeds to obtain an IP address from the earliest
14
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Table 5
Comparison of IP mobility management schemes.
Ref.

Type

Objective

Scenario

Method

Analysis

Sim.

Imp.

Year

[83]

V2V, V2I

Passing IP addresses to
other vehicles

Network handoff
environments

An approach where a vehicle obtains a new IP
address by the help of other vehicles.





×

2012

[84]

V2I

Network-based
mobility support

MT inside a mobile
network

A method that binds an MT’s mobility
information in LMA and caches a new type of
ﬂag.

Partially



×

2009

[85]

V2I

Hybrid distributed
mobility management

Distributed and
centralized mobility
support

An MN keeps two preﬁxes obtained from a
central mobility anchor (CMA) and a serving
MAR, and updates the latter preﬁx when moving
to a new serving MAR; Both MAR and CMA help
to build an IP tunnel for an MN.



Numerical

×

2015

[86]

V2I

Hybrid network
mobility

Mobility support for
different traﬃc types

A vehicle can have two sets of preﬁxes from an
MAR and a CMA, respectively; An MN decides
the preﬁxes for different types of traﬃc ﬂows
according to the lifetime of traﬃc ﬂows.



Numerical

×

2015

[87]

V2V, V2I

Network mobility
support for VANET

IP address updates

A vehicle updates its IP address by the help of
other vehicles.

×



×

2014

[88]

V2I

Analyzing PMIPv6 and
NEMO for VANET

PMIPv6 and NEMO
environments

Fast P-NEMO proactively prepares for the handoff
of an MN using MAC layer information.



Numerical

×

2012

[89]

V2V, V2I

Mobility support for
VANET

Combining VANET
and ﬁxed IP networks

Multiple base stations discover connections to a
destination vehicle for supporting mobility
management.





×

2010

[90]

V2I

DMM based SDN

5G networks

An SDN-based DMM module in a SDN controller
manages the mobility of MNs.







2016

[91]

V2V, V2I

Analyzing IP mobility
management for
vehicular networks

IP mobility
management

The improvements and weaknesses of the
existing solutions; Open research challenges and
issues of IP mobility management in vehicular
environments.

×

×

×

2011

[92]

V2I

Handoff support in
multi-domain

ISO/ETSI architecture
environments

Handoff support in several standard mobility
management schemes, such as NEMO and IEEE
802.21 standard.



×



2017

[93]

V2I

Authentication delay
minimization for
PMIPv6

Vehicular PMIPv6
security

An updated version of the one-time key-based
authentication protocol for PMIPv6.

Partially

×

×

2009

assignment, either from a KMN or a DHCP server. This method has
been reported to reduce the packet loss rate caused by network
fragmentation.
The authors theoretically analyzed the performance of the proposed scheme using a Markov chain model and conducted extensive simulations in a network simulator [95,96]. The parameters
employed in the evaluation include the vehicle speed, vehicular
density, network fragmentation ratio, and the length of IP passing (i.e., the number of hops). The simulation results show that,
in terms of IP address acquisition time, IP address lifetime, handoff latency, packet loss rate, and throughput, the proposed scheme
can outperform other baselines, such as MIPv6 [39] and IP passing [94]. However, for messaging overhead, the proposed scheme
consumes more bandwidth due to the fact that it needs to send
more packets as part of the IP passing process.
6.2. NEMO-enabled localized mobility support
Fig. 15. Group- and individual-assisted IP address passing with network fragmentation.

Combining both PMIPv6 and NEMO solutions can improve the
transparency of both the network mobility and localized mobility.
However, when there is little integration between the two protocols, a mobile terminal (MT), which is changing the attachment
between its current MR and a ﬁxed MAG on the infrastructure, requires the MT to change its IP address due to the differences in
the preﬁxes obtained from the PMIPv6 domain versus those ob-

tained from the NEMO-BS domain. In order to solve this problem,
Soto et al. proposed a NEMO-enabled PMIPv6 architecture, called
N-PMIPv6 [84]. N-PMIPv6 extends the scope of the ﬁxed MAG deﬁned in PMIPv6 to include the moving MR deﬁned in NEMO, so
that a mobile terminal with an assigned preﬁx can roam within
15
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Fig. 17. Hybrid centralized DMM for highly mobile nodes.

Fig. 16. NEMO-enabled localized mobility support.

tions (e.g., MIPv6 and PMIPv6) [97]. These problems of the existing
mobility management schemes include non-optimal routes for data
packets, complex or hierarchical architectures that deviate from a
desired ﬂat network architecture, scalability concerns for central
tunnel management, security concerns for a centralized architecture (e.g., a central node’s failure or attack target), and mobility
signaling overhead in P2P communication patterns (e.g., V2V communications). Currently, it is necessary to use DMM solutions to
provide a set of new functions including the availability of multiple
anchors for a moving MN, the dynamic assignment or reallocation
of anchors, and the management of multiple IP addresses.
However, for the deployment of DMM in a highly mobile environment, several new challenges may also arise, e.g., managing
multiple IP addresses and tunnels, high signaling overhead due
to mobility, and increased handoff delay caused by the increased
number of IP addresses and tunnels. In order to address these challenges, the authors in [85] presented a hybrid centralized DMM
scheme called H-DMM. The H-DMM scheme combines DMM and
PMIPv6 so as to allow an MN to get two different preﬁxes. The two
preﬁxes are acquired through a Mobile Access Router (MAR) of the
DMM solution and a Central Mobility Anchor (CMA) of the PMIPv6
solution, respectively; note that CMA is called LMA in PMIPv6.
When moving within the domain of H-DMM, an MN, which is
based on the features of the ongoing traﬃc ﬂows and the count of
active preﬁxes, selects the proper solution (i.e., DMM or PMIPv6)
to process mobility management.
Fig. 17 shows the mobility management process suggested by
H-DMM. As shown in the ﬁgure, the MN1 obtains two preﬁxes
when it is initially attached to MAR1. Meanwhile, the two CNs
(i.e., CN0 and CN1) are communicating with MN1, as represented
by ﬂows Flow-1 and Flow-2 in dashed lines. When MN1 is attaching to MAR2, Flow-1 follows the operation of DMM by using the
IP tunnel constructed between MAR1 and MAR2, whereas Flow-2
uses the process of PMIPv6 that builds an IP tunnel between CMA
and MAR2. H-DMM extends the information in the binding cache
entry stored in CMA to include both CMA and MAR preﬁxes for
an MN. The results of the numerical analysis in the paper show
that H-DMM outperforms the DMM and PMIPv6 schemes in terms
of signaling cost, packet delivery cost, and end-to-end delay. However, in terms of handoff latency, H-DMM is worse than PMIPv6
due to the hybrid mobility management.

a newly deﬁned domain, called the N-PMIPv6 domain, without
changing its IP address. Thus, the moving MR becomes a moving
MAG, called mMAG.
In the N-PMIPv6 domain, the mobility management of an
mMAG is managed in a similar way as a mobile terminal is handled in the PMIPv6 domain. The mobile terminal sees the attached
mMAG as a ﬁxed MAG. To route IP packets, the LMA caches binding entries for the mMAGs, and the cached binding entries are
extended from the original LMA deﬁnition so as to include a ﬂag
to show whether or not an mMAG manages the entry. As shown
in Fig. 16, the preﬁx information of MT-1 is stored in the binding cache table. Since mMAG-1 manages MT-1, the “M ﬂag” of the
MT-1’s entry is set to “yes” in order to indicate that a moving MAG
manages this MT. When CN1 communicates with MT-1, the LMA
conducts a recursive lookup to search for the preﬁxes for MT-1.
First, the LMA locates the serving mMAG to which the MT-1 is attached, and then, the LMA searches for the ﬁxed serving MAG (i.e.,
MAG-2) of the mMAG for MT-1 found in the ﬁrst round. Once the
information has been identiﬁed, the LMA constructs an IP tunnel
for the communications between CN1 and MT-1.
When MT-1 moves away from mMAG-1, mMAG-1 sends a deregistration Proxy Binding Update (PBU) to LMA in order to update
the cache entry of MT-1. When MT-1 moves into the coverage of
MAG-3, MAG-3 sends the PBU to LMA to update the serving MAG
and the ﬂag information. The access router (AR) value is updated
with “MAG-3” and the M ﬂag value becomes “no”. In this example, the IP address of MT-1 does not need to change, as shown
in Fig. 16, as it always remains with the same assigned preﬁx,
Pre3::/64. Once the LMA ﬁnishes updating MT-1’s entry in the LMA
binding cache, the communications between CN1 and MT-1 can be
directed via MAG-3 with a new IP tunnel.
N-PMIPv6 was compared with a combination of NEMO, MIPv6,
and PMIPv6 solutions through simulation. In terms of the TCP trafﬁc, N-PMIPv6 can outperform the combined approach. However,
when vehicles form a VANET, the proposed scheme did not address
a way to extend the mobility management via multihop connections.
6.3. Hybrid centralized DMM
The concept of distributed mobility management (DMM) was
proposed to address several problems found in the standard solu16
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6.4. Hybrid centralized NEMO

6.6. PMIPv6-based NEMO

To support the IP mobility management for moving IP networks, Nguyen et al. introduced a scheme that combines DMM
and PMIPv6 to support mobile nodes and mobile routers roaming across different IP subnets. The scheme corresponds to a Hybrid Centralized DMM architecture based on Network Mobility (HNEMO) [86]. Although there is a standard NEMO-BS protocol [42]
to support IP mobility for moving networks, it retains many of the
problems found in MIPv6 caused by sub-optimal routing. Hence,
the authors in [86] proposed a combination of DMM and PMIPv6
that routers (e.g., MRs) and nodes (e.g., MNs) make use of different
IP preﬁxes depending on the lifetimes of the traﬃc ﬂows. For example, in the case of a long-lived ﬂow, an MR (or MN) chooses an
IP address from the preﬁx obtained from a CMA (i.e., the PMIPv6
anchor entity); by contrast, in the case of a short-lived ﬂow, an MR
(or MN) chooses an IP address from the preﬁx obtained from the
MAR (i.e., the DMM anchor entity).
For the mobility support of the MNs and the moving network,
H-NEMO considers three scenarios:

As mentioned above, the standard PMIPv6 protocol only supports network-based mobility for single nodes. Therefore, in order
to extend the support of PMIPv6 to mobile networks, Lee et al.
introduced a P-NEMO scheme [88] based on PMIPv6. In P-NEMO,
an onboard router, known as an MR, receives a mobile network
preﬁx (MNP) and a home network preﬁx (HNP), which can be attributed to an extension of the binding update lists located at the
infrastructure entities, namely, the MAG and the LMA. With the
MNP, the local moving network served by the MR is enabled with
IP mobility support. The P-NEMO scheme aims to reduce the signaling load while maintaining Internet connectivity for the moving
networks.
In order to improve the performance of the IP mobility procedure, the authors also proposed integration with the standard fast
handoff for PMIPv6, as deﬁned in the RFC5949 [99]. Both modes
of operation (i.e., reactive and predictive) are considered for the
proposed fast P-NEMO (FP-NEMO). With the integration proposed
in FP-NEMO, the transferring of context information between two
MAGs handling a handoff also includes the MNP, which provides
mobility support for mobile nodes moving together within the vehicle.
This work is evaluated analytically for both P-NEMO and FPNEMO. Although the evaluation includes comparisons with the
standard NEMO-BS, it has not provided a comparative analysis with
other PMIPv6-based schemes for mobile networks [84].

• Handoff for a moving network changing the connection point
from the current MAR to a new MAR.

• Handoff for an MN traveling in a moving network and attached
to an MR; the MN is changing the connection point from the
current MR to the subnet of an MAR.
• Handoff for an MN attached to an MAR and changing the connection point to a moving network (i.e., the MN is connecting
to a new MR).

6.7. Multiple base stations mobility support

H-NEMO also suggests placing a connection manager (CM) application at the MR (or MN) so as to help different traﬃc ﬂows select
appropriate interfaces and IP addresses.
The work provides a numerical performance comparison of HNEMO and other similar schemes. The metrics used for this evaluation include signaling overhead, packet delivery cost, handoff
latency, and end-to-end (E2E) delay. The reported results show
that H-NEMO outperforms other centralized and distributed proposals for IP network mobility, particularly in terms of handoff
delay, packet delivery cost, and E2E delay. In certain speciﬁc cases
for increased velocity, H-NEMO was shown to be costly regarding
signaling overhead, so it is not suitable for the mobility management for high-speed vehicles in a highway.

To fully utilize the connectivity of vehicles with the ﬁxed infrastructure, Peng et al. introduced a scheme with which to provide
mobility management to moving vehicles using several base stations belonging to a Roadside Multihop Cell [89]. The main idea is
to take advantage of the street layouts as well as the availability
of connectivity to more than one base station, so as to reduce the
mobility management overhead. Several base stations—as opposed
to just one—that are close to a destination vehicle are in charge
of discovering the connection to the vehicle simultaneously. The
scheme was evaluated using microscopic traﬃc simulations with
SUMO [100], and the results show a reduced overhead as well as
an increased data delivery ratio.
6.8. SDN-enabled DMM

6.5. Peer-assisted IP address handoff method
In a recent contribution, the authors in [90] introduced a
hybrid architecture that combines Software-Deﬁned Networking
(SDN) with IPv6 DMM. SDN has attracted attention due to the
fact that it provides the ability to divide a network into a control
plane through an SDN controller and a data plane through SDN
switches [101]. This ability makes the network architecture highly
scalable in terms of supporting dynamic ﬂows. In addition, in contrast to the traditional routing and mobility management schemes,
in OpenFlow [101], the optimization is based on the ﬂows instead of the routes. Hence, with OpenFlow, one can group several
ﬂows over the same route, or distribute a single ﬂow over different routes. It is also possible to notice a broken ﬂow earlier than
in the traditional networking architectures. An SDN controller can
eﬃciently manage the conﬁguration of the optimal routes between
a CN and a vehicle.
In the application of SDN with DMM for IP mobility proposed
by Nguyen et al. [90], the mobility function is delegated to the
OpenFlow Switches (OFSs) to manage the data plane, whereas one
or several SDN controllers can host the control plane of the mobility management. The architecture is illustrated in Fig. 18. The

In order to assist the handoff process on a highway, the authors in [87] proposed that vehicles may acquire IP addresses via
V2V communications. In the case where a vehicle moves to an
out-of-range zone, the surrounding vehicles, either on the same or
opposite roadways, help the vehicle acquire a new IP address from
the infrastructure, and may also assist it with the execution of a
pre-handoff mechanism. The objective of the peer-assisted handoff
is to minimize the handoff delay and maintain Internet connectivity stably.
The system model proposed in [87] is based on a hybrid wireless network with IEEE 802.11 and 802.16 connectivity. The model
considers both private vehicles and public transports, with special
consideration to a case where a bus requires the assistance of two
onboard mobile routers for the pre-handoff mechanism. The proposed handoff procedure is evaluated via simulations, with comparisons to standard protocols such as NEMO-BS and Fast handoff
for MIPv6 [98]. The applicability of the peer-assisted scheme to
different road contexts (e.g., urban scenarios) was not addressed
by the authors.
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avoid nested NEMOs as well as the direct tunneling between two
vehicles.
The authors concluded that a better use of geographic information at a sub-IP layer should be incorporated in order to establish
direct links between vehicles and to reach the access routers in a
multihop fashion. They also identiﬁed that several route optimization schemes pose a signiﬁcant overhead over the wireless links or
an increased delay due to the need to detour the connections via
home agents located far away.
Fernández et al. investigated a NEMO-based multi-domain handover process for IPv6-based vehicular networks [92], which implements an ISO/ETSI reference architecture that combines NEMO,
multi-care-of-addresses registration extension, and IEEE 802.21
standard for media independent handoff [102–104]. Their experiment results showed that the proposed approach can reduce the
handoff time for vehicles moving among different domains.
6.10. Vehicle authentication with shared keys or local keys by PMIPv6
PMIPv6 was developed to simplify the network control and
reduce the signaling overhead in mobility management. Due to
the shorter handoff delay and other beneﬁts, implementations of
PMIPv6 have become increasingly popular. In order to provide security and privacy to PMIPv6, several schemes were introduced
using the AAA server. Zhou et al. introduced an authentication
scheme using Diameter protocol and employed a shared key with
AAA, MN, LMA, and MAG [108]. However, increasing message exchanges to establish an authentication can be a problem. When a
vehicle travels at a high speed, establishing a connection with authentication eﬃciently and quickly is crucial for sending reliable
information to its destination.
To address the delay issue, several schemes have been introduced using a local authentication approach. For example, Song et
al. proposed an authentication using a one-time key, where the
key is generated using a timestamp method [93]. As an alternative, Lee et al. proposed a ticket-based authentication mechanism
for PMIPv6 [109]. The ticket-based approach optimizes the handoff
authentication process, which can prove that MN is a legal node.

Fig. 18. SDN-based distributed mobility management for 5G networks.

proposed architecture is shown to be more scalable than a standard DMM scheme without SDN.
The authors conclude that IP mobility management schemes in
the future should consider an SDN architecture. Aside from the
separation of identity and routing functions, the IP mobility management schemes also require the separation of control and data
planes, which can be inherently solved by SDN. This separation is
critical for providing scalability to VANETs in roads. Further, the
ﬂow management with OpenFlow may facilitate the operation of
heterogeneous vehicular networks with multiple RAT and multiprotocols. Thus, the combination of DMM and SDN can help to
provide easier implementation and reconﬁguration of route optimizations together with a dynamic ﬂow detection mechanism.
6.9. NEMO-based mobility management

6.11. Key observations
In the survey presented by Céspedes et al., the authors identiﬁed the challenges of using NEMO Basic Support (NEMO-BS) [42]
in VANET [91]. The NEMO-BS protocol is deﬁned to manage mobility for moving networks, but it was not designed to consider the
characteristics of a vehicular network. This work identiﬁes several
sub-optimal cases in which the tunneling cost of NEMO-BS results
in signiﬁcant overhead over the wireless network that provides
connectivity to the moving vehicles. Beyond the traditional requirements of an IP mobility management scheme – reduced handoff delay, reduced complexity, and reduced overhead or bandwidth
consumption – the authors identiﬁed additional requirements speciﬁc to the vehicular networks. Among the requirements listed are
the separability of traﬃc (i.e., for IP mobility purposes) at the ﬂowlevel, minimum signaling overhead to optimize the route between
the vehicle and the correspondent node, and security and binding
privacy protection.
The classiﬁcation of the existing optimization schemes for
NEMO-BS considers the use of single-hop or multihop connections to the correspondent nodes. The schemes reviewed for the
former category include mobility-related mechanisms such as direct tunneling between the MR (i.e., the vehicle’s onboard router)
and the correspondent node, the use of MIPv6 by nodes traveling
with the vehicle (as a replacement of NEMO-BS), and the bypassing of the home agent (HA). In the case of multihop connections,
the presented schemes considered a sub-IP multihop delivery to

IP mobility management in vehicular networking is the most
critical aspect for the successful forwarding and delivery of data
packets while vehicles are moving along roadways.

• Firstly, the vehicular mobility brings new challenges for the

•
•

•
•
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traditional IP mobility management solutions given the particular characteristics of a moving network, including dynamic
topologies, various mobility patterns, and spatio-temporal variations in network density.
Secondly, depending on the applicable scenarios (e.g., highway and urban roadways), mobility management solutions are
likely to differ.
Thirdly, among the reviewed works, the hybrid schemes
with combinations of host-based mobility (e.g., MIPv6) and
network-based mobility (e.g., PMIPv6 and NEMO), along with
more recent proposals with ﬁne-grained mobility management
(e.g., PMIPv6 and DMM), typically show better performance
than a single protocol.
Fourthly, the majority of the IP mobility schemes were only
tested with computer simulations or analytic modeling; few
real experiments and validations have been conducted [110].
Fifthly, in the near future, the IP mobility management may be
potentiated with SDN-based schemes, since SDN may provide
better ways to deal with heterogeneous traﬃc as well as the
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Table 6
Standardization activities for IPv6-based vehicular networks.
SDO

Standards

Scope

IEEE

IEEE 1609 standards [7–10] and IEEE 802.11-OCB [105]

A vehicular architectural framework and also vehicular protocol stacks for both safety and non-safety
applications

IETF

RFC 8691 [106] and IPWAVE Problem Statement [107]

IPv6 over IEEE 802.11-OCB and also the IPWAVE problem statement with use cases

ETSI

ETSI EN 302 636-6-1 [17]

IPv6 over GeoNetworking with an adaptation sub-layer to provide vehicles with IPv6 networking in
geographic networks

ISO

ISO/TC 204 [16]

The support of IPv6 services for using a vehicle as an access router for the sake of the Internet
connectivity for other mobile devices

3GPP

TS 23.285 [3], TR 22.886 [4], and TS 23.287 [5]

V2X architecture and functionality to provide vehicles with IPv6 services in cellular networks

Fig. 20. IEEE 1609 WAVE protocol stack.

the PHY and MAC layers of vehicular communications [111], which
was renamed IEEE 802.11-OCB in 2016 [105]. The IEEE Task Group
802.11bd (TGbd) has been working on an enhanced DSRC-based
vehicular communication standard with several improvements including a higher throughput than IEEE 802.11-OCB [112].
The IEEE 1609.0 standard describes the architecture and operations of the WAVE protocol stacks [7], which is called the WAVE
reference model. This reference model is described in Fig. 20, and
can accommodate applications for both safety and non-safety use
cases. The WAVE PHY and MAC in IEEE 802.11-OCB are common
to the protocol stacks for these two kinds of applications. The Logical Link Control (LLC) sublayer in the IEEE 1609.3 standard [9]
determines whether a WAVE MAC frame is destined for the safetyapplication protocol stack or the non-safety-application protocol
stack with a MAC frame ﬁeld called Ethertype in the LLC header.
Thus, the IEEE 1609.3 standard speciﬁes the data plane for WAVE
networking services, including LLC, IP stack for non-safety applications, and WAVE Short Message Protocol (WSMP) stack for safety
applications.
In the network protocol stack, the TCP/IP stack supports IPv6
instead of IPv4 in order to beneﬁt from the abundant address
space and various autoconﬁguration mechanisms of IPv6. This IP
stack supports TCP and UDP as transport layer protocols and forwards the IP payloads according to the port numbers associated
with the transport layer protocol. By contrast, the WSMP stack
works as the network layer and transport layer for safety applications and forwards the WSMP payloads according to the Provider
Service Identiﬁers (PSIDs) used as the identiﬁers in the WSMP context. Note that IP packets can only be transmitted via DSRC service
channels (SCHs), and WSMP packets can be transmitted via any
DSRC channel, including SCHs and the control channel (CCH), for
safety-critical message delivery.
The IEEE 1609.3 standard supports the IPv6 address autoconﬁguration by its functional feature without using the IPv6 Neighbor

Fig. 19. Standardization scope and relationship of SDOs.

separation of the control plane and data plane for IP mobility
purposes.
• Lastly, for the mobility management of fast moving vehicles,
the vehicular networks should provide vehicles with eﬃcient,
light-weight authentication, and security session management
services. Thus, the layout of vehicular networks and the vehicle trajectories should be utilized to let these services work in
a proactive way.

7. Standardization activities for IPv6-based vehicular networks
This section provides a survey of the standardization activities
for vehicular networking. We review IP-based vehicular network
standards from different SDOs, such as IEEE, IETF, ETSI, ISO, and
3GPP. Table 6 shows standardization activities for IPv6-based vehicular networks to let the audience see the relationship among
those SDOs for IPv6. Fig. 19 shows the standardization scope and
relationship of the SDOs.
7.1. IEEE WAVE for vehicular communications
IEEE standardized Wireless Access in Vehicular Environments
(WAVE) as the IEEE 1609 standards for safety services of road
driving. The IEEE 1609 standards include a vehicular architectural
framework combined with protocol stacks for both safety and nonsafety applications. The base document is IEEE 1609.0 which deﬁnes the WAVE architecture [7]. IEEE 1609.2 speciﬁes vehicular security [8], IEEE 1609.3 deﬁnes vehicular networking services with
network layers and transport layers [9], and IEEE 1609.4 deﬁnes
multi-channel operations [10]. In addition, IEEE 802.11p deﬁnes
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Fig. 21. Ethernet adaptation deﬁned in IETF RFC 8691.

Discovery (ND) protocol [9]. This feature is provided by the WAVE
service advertisement (WSA) for the available service information
delivered by a WSMP message. In particular, the WAVE Routing
Advertisement (WRA) as a variable-length ﬁeld in a WSA message
includes Router Lifetime, IP Preﬁx, Preﬁx Length, Default Gateway,
and Primary DNS Server. This eliminates the IPv6 ND’s basic discovery of the IP preﬁx and DNS information, which uses RA on top
of ICMPv6. Thus, an RSU can advertise WSA messages that have
the routing advertisement as well as the service information and
channel information. When a vehicle receives such WSA messages
from the RSU, it can conﬁgure the basic network parameters for
V2I communication with the RSU.
The IEEE 1609.4 standard describes multi-channel operations
for a MAC sublayer that controls the transmission of the data packets received from an upper layer (i.e., IP and WSMP) over the different channels available [10]. These operations consist of channel
coordination, channel routing, and user priority. The ﬁrst operation (i.e., channel coordination) allows WAVE devices’ resources to
be coordinated among data packets that will be transmitted on an
appropriate DSRC channel in an appropriate time slot. The second
operation (i.e., channel routing) performs the routing of data packets from an upper layer (e.g., TCP and UDP) to a channel with the
appropriate parameter setting (e.g., transmission power) as well as
the routing of the received data packets to a designated upper
layer protocol. The third operation (i.e., user priority) accommodates eight levels of MAC-sublayer priority according to the priority required by the (safety or non-safety) application. This priority
is associated with the function of Enhanced Distributed Channel
Access (EDCA) in IEEE 802.11e [105].

Fig. 22. Combination of the GeoNetworking protocol and IPv6.

using a 64-bit Extended Unique Identiﬁer (EUI-64) [114], which
is made by combining 16-bit 0xFFFE and a 48-bit MAC address, to
form an IPv6 link-local address [115]. A group of vehicles can form
a subnet structure made of 802.11-OCB interfaces, and the subnet
needs to use a link-local preﬁx of IPv6. The interfaces also need to
be assigned link-local IPv6 addresses.
The document also suggests some solutions for dealing with
security issues and privacy considerations. For general security requirements, IEEE 1609.2 [8] can provide security services in the application layer, and IPsec can provide IP data security to a broader
range of applications. The Public Key Infrastructure protocols can
also be used to create vehicle credentials. Regarding privacy considerations, the document strongly suggests using privacy protection methods, such as dynamic MAC addresses [116], opaque interface identiﬁers [33], and stable interface identiﬁers [117].
The second working document (i.e., IPWAVE problem statement
and use cases) [107] attempts to identify the technology gaps between the current IP protocols and the new challenges in vehicular environments. The document focuses on exploring problems
in IPv6 neighbor discovery protocol, link model, mobility management, and security. Based on this document, the future work items
in IPWAVE WG can include the transmission of IPv6 packets in
both DSRC and cellular networks and an extension of IPv6 ND for
a vehicle network architecture.

7.2. IETF IPWAVE working group: transmission of IPv6 packets over IEEE
802.11-OCB
IETF has formed a working group to explore potential IP-based
solutions for Internet access for vehicles based on IEEE 802.11OCB [105]. The working group was named the IPWAVE Working
Group (WG) [113] (i.e., IP Wireless Access in Vehicular Environments). Note that IEEE 802.11-OCB replaced IEEE 802.11p in 2016.
IPWAVE WG has been working on two work items: one aims to
standardize the transmission of IPv6 packets on IEEE 802.11-OCB
links, which has been published as RFC 8691 [106]; the other
one aims to specify a problem statement by surveying the existing vehicular networking solutions, problems, and use cases, and
by analyzing the technology gaps and requirements in the area
to guide future work to further improve IPv6-based vehicular networks [107].
RFC 8691 [106] speciﬁes several parameters to allow IPv6 packets to be transmitted successfully on the 802.11-OCB link, such as
the supported Maximum Transmission Unit (MTU) size, the header
format, and the Type value in the header. The document identiﬁes
two kinds of exceptions in the IPv6 network layer operating on
802.11-OCB by comparing the operations on Ethernet and 802.11
links. The protocol stack is shown in Fig. 21. For the differences
between 802.11-OCB and 802.11 links, the document recommends

7.3. ETSI intelligent transport systems: transmission of IPv6 packets
over GeoNetworking protocols
The ETSI EN 302 636-6-1 [17] standard speciﬁes the transmission of IPv6 packets over the GeoNetworking (GN) Protocol [12].
For such IPv6 packet transmission, an adaptation sub-layer is deﬁned, named GeoNetworking to the IPv6 Adaptation Sub-Layer
(GN6ASL). This GN6ASL shown in Fig. 22 allows a vehicle (as an
IPv6 host) to perform the following three IPv6 operations: (i) the
acquisition of a global IPv6 unicast address for packet routing in
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Fig. 23. ISO intelligent transport systems: CALM using IPv6 networking.

the Internet, (ii) exchange of IPv6 packets with other vehicles, and
(iii) network mobility support through a Mobile Router [42].
The standard for GN6ASL deﬁnes three kinds of virtual links.
The ﬁrst virtual link is a link with symmetric link reachability
while the remaining two links are links in a broadcast domain.
These three links support the IPv6 ND with Stateless Address Autoconﬁguration (SLAAC) [32], the delivery of IPv6 link-local multicast packets, and the delivery of IPv6 packets between geographic
boundaries. Note that these links work via the GN6ASL and IPv6,
and that they are constructed by virtual network interfaces. The
standard for GN6ASL includes the bridging over the GN6ASL, IPv6
packet encapsulation in GN packets, IPv6 multicast and anycast in
the GN, and a rapid neighbor discovery with the SLAAC.
In order to ensure a vehicle’s privacy (i.e., the prevention of
vehicle tracking), the pseudonym of a GN address is supported.
That is, whenever the GN address changes, the corresponding IPv6
address is updated.

Project (3GPP). The 2G- and 3G-based radio accesses separate enduser data traﬃc (User Plane) from network transport traﬃc among
the network elements (Transport Plane). The two planes run independently in terms of addressing and IP version. The Transport
Plane forms tunnels to transport user data traﬃc [118].
The 4G-Long-Term-Evolution (4G-LTE) radio access simpliﬁes
the complex architecture of the GPRS core network by introducing the Evolved Packet Core (EPC). Both 2G/3G and 4G-LTE systems
differentiate user data by Access Point Names (APNs). User trafﬁc is transported via the Packet Data Protocol (PDP) Contexts in
GPRS and Packet Data Network (PDN) Connections in EPC. Different
forms of traﬃc at a UE side need to connect to the PDNs corresponding to different APNs through multiple PDP Contexts or PDN
Connections. Each of the contexts and connections needs to have
its own IP address.
IPv6 is partially supported in 2G/3G and 4G-LTE. In 2G/3G, a UE
can be allocated an IPv6 address in two different ways: IPv6 and
IPv4v6 PDP Contexts. With the IPv4v6 PDP Contexts, both an IPv4
address and a /64 IPv6 preﬁx are allocated. The IPv6 address allocation of 4G-LTE networks has a process different from that of
2G/3G networks. The major difference is that 4G-LTE builds the IP
connectivity at the beginning of a UE attachment, whereas the IP
connectivity of 2G/3G networks is created on demand. Each of the
3GPP networks (i.e., 2G/3G and 4G-LTE) only supports SLAAC address allocation, and it is not suggested to perform DAD in any
of the networks. In addition, the 3GPP networks remove the linklayer address resolution, which is a function of the IPv6 ND protocol, due to the assumption that either the GGSN (Gateway GPRS
Support Node) in 2G/3G networks or the P-GW (Packet Data Network Gateway) in the 4G-LTE networks is always conﬁgured as the
ﬁrst-hop router for a UE through either 2G/3G PDP Contexts or
4G-LTE PDN Connections, respectively.

7.4. ISO intelligent transport systems: CALM using IPv6 networking
An ISO standard speciﬁes the support of an IPv6 protocol and
its services [16]. These services include the global reachability of a
vehicle (or smartphone) connected to the Internet, the stability of
this Internet connectivity, and a handoff for the transfer of Internet connectivity. They allow various types of mobile devices (e.g.,
smartphones and tablets) to use the vehicle as an Access Router
providing them with the connectivity to the Internet. The standard
includes an IPv6 conﬁguration for vehicles and the corresponding
management function.
The standard supports all types of IPv6 nodes, such as smartphones, vehicles, RSUs, and central cloud nodes. It deﬁnes IPv6
functions, such as IPv6 address conﬁguration, IPv6 packet forwarding, IPv6-to-MAC address resolution, IPv6 security, and mobility
management; Fig. 23 shows these IPv6 functions. Thus, through
the use of these functions, two nodes (e.g., a vehicle and a smartphone) can exchange IPv6 packets through IPv6 address reachability in the Internet.

7.6. IP support in 5G-NR V2X for intelligent transportation systems
Recently, 3GPP has proposed a new technical set of speciﬁcations [4,3,119], which provides an enhanced architecture for
vehicle-to-everything (V2X) services using the modiﬁed sidelink
interface that was originally designed for LTE Device-to-Device
(LTE-D2D) communications. As shown in Fig. 24, UEs can communicate with each other by the PC5 interface in the new LTE
V2X architecture. A stationary UE (i.e., RSU) can also communicate with a remote V2X application server via the existing Uu
interface by the physical sidelink, as UE C shown in Fig. 24. According to this architecture, a pedestrian with a UE can communicate

7.5. IP support in conventional cellular networks for intelligent
transportation systems: 2G/3G and 4G-LTE
IP has been supported in cellular networks since the General Packet Radio Service (GPRS) in the 2nd generation cellular
networks of Global System for Mobile communications (2G-GSM)
was developed and maintained by the 3rd Generation Partnership
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Fig. 26. 3GPP 5G V2X protocol stack for a UE.
Fig. 24. 3GPP LTE V2X architecture.

8. Summary and analysis
We have investigated the up-to-date technologies of IP vehicular networks, including the vehicular network architecture, IP
address autoconﬁguration, mobility management, and security &
privacy. This section summarizes those technologies and analyzes
them for vehicular networking problems in order to identify possible solutions of IP-based vehicular networking in V2X-based autonomous vehicle driving environments.
8.1. Vehicular network architecture
This paper shows that IP vehicular networking technologies can
work well on top of the IEEE WAVE protocol suite, such as the
IEEE 1609 standards and 802.11-OCB standard. Note that the WAVE
protocol has its own autoconﬁguration function that uses WSA as
opposed to the legacy IPv6 ND-based autoconﬁguration function
for performance optimization in eﬃcient communication and rapid
vehicle speed support [38]. However, the WAVE support of TCP/IPbased applications requires further clariﬁcation for the IPv6 ND’s
features in an IP-based vehicular network architecture, such as the
IPv6 link model, IPv6 address update by MAC address pseudonym,
and movement detection for fast handoff. Thus, the IPv6 ND needs
to be adapted to the vehicular network’s characteristics, such as
high vehicle speed, predictable vehicle mobility, and V2X-based
multihop VANET.
For an eﬃcient vehicular network architecture, the IPv6 ND
needs to be enhanced for eﬃcient IPv6 network operations. This
IPv6 ND determines the performance of the IPv6 in mobile environments such as vehicular networks. It includes network parameter conﬁguration (e.g., subnet preﬁx, default gateway, DNS servers,
and DNS search list), neighboring node detection, and subnetwork
movement detection. On the other hand, the WAVE can provide vehicles with the subnet information of the preﬁx, default gateway,
and DNS server, but cannot provide the vehicles with DNS search
list.
In order to facilitate seamless IP-based services in vehicular
networks, the IPv6 ND needs to be extended in terms of ND timing
parameters (e.g., router lifetime for a gateway and message transmission interval). For example, IPv6 Neighbor Advertisement (NA)
messages can be used to sense neighboring vehicles. The transmission intervals of these NA messages should be adapted according
to the vehicle speed for prompt neighborhood sensing and according to the vehicle density for IPv6 ND message congestion. That
is, the faster that vehicles are moving on a two-way highway, the
shorter the NA interval is for prompt neighborhood sensing. In addition, the higher the vehicle density is in roadways, the longer the
NA interval is to avoid NA packet collisions.

Fig. 25. 3GPP 5G V2X architecture.

with another UE (i.e., vehicle) directly via the sidelink too. This
architecture can facilitate more applications to be developed on
both smartphones and a vehicle’s on-board computers that can
provide smartphone users with an enforced vehicle traﬃc safety
service. The enhanced architecture for V2X services [3] speciﬁes
that V2X services only support IPv6 implementation. However, different from the assumption of the subnet model in the cellular
networks, if UEs only running at the PC5 interface have no ﬁrsthop router to conﬁgure IPv6 parameters, then only link-local IPv6
addresses are conﬁgured for them and are used for data communication between them while the DAD procedure is disabled.
In addition, 3GPP has been continuously studying new V2X service requirements in 5G-NR networks [5]. Fig. 25 shows a further
enhanced 5G V2X architecture. Similar to the 4G-LTE V2X architecture, UEs can communicate with each other by the PC5 interface
in 5G V2X architecture. A UE can also communicate with a V2X
application server via a Next Generation Radio Access Network
(NG-RAN, e.g., gNodeB in 5G network) by the Uu interface [5,120].
Following the overall design of 5G networks, the protocol stack of
a UE particularly pays attention to the QoS function by adding a
new Service Data Adaptation Protocol (SDAP) layer [120] to map
QoS ﬂows to an underlying sidelink radio bearer in this 5G V2X
architecture. Fig. 26 shows a detailed protocol stack of a UE in
5G V2X architecture. Both IP and non-IP data units coming from
a higher layer that use PC5 interface are associated with a QoS
ﬂow at the V2X layer in line with PC5 QoS rules [5], and an associated PC5 QoS ﬂow is further mapped to a sidelink radio bearer at
SDAP layer. This sidelink radio bearer follows the predeﬁned QoS
mapping metrics [5] to allocate resources for PC5 QoS ﬂows.
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Furthermore, an IPv6 link in a vehicular network architecture
should be deﬁned for V2V and V2I in vehicular networks. In the
legacy IPv6 link model, when the IPv6 nodes in a link reside in
the same subnet, they can directly communicate with each other.
However, in vehicular networks, a radio link is different from a
wired link (e.g., an Ethernet link) in that the radio link is deﬁned
as communication coverage (i.e., geographical area) rather than as
a line. In particular, in a V2V scenario, vehicles can construct a
connected VANET with multihop relays using intermediate vehicles
as packet forwarders. In this scenario, the vehicles in the VANET
can have their IPv6 addresses conﬁgured with the same subnet
preﬁx. In this case, when two vehicles are in the same subnet and
further away from each other than the one-hop communication
range, they cannot directly communicate with each other.
Thus, the legacy IPv6 link model does not hold in the vehicular networks. In order to overcome this limitation of the IPv6 link
model, a vehicular link can be deﬁned as a multi-link subnet with
multiple V2V links in a connected VANET. For this vehicular link
model to have the ability to support a multi-link subnet, the IPv6
ND should be extended to work in a connected VANET such that
a hop count is added for an entry in a neighbor cache [38] so as
to indicate the distance to the neighbor vehicle in the connected
VANET. The NA messages need to be extended like routing protocol packets in order to include multihop-away neighbors in the
connected VANET [107].
Vehicular nodes (e.g., vehicle and RSU) can have internal networks with IPv6 nodes such as in-vehicle devices and servers [107].
In this case, two IPv6 nodes within the internal networks of two
vehicular nodes can communicate with each other. In order to allow for wireless communication between those internal nodes in
different internal networks, the network preﬁx dissemination or
exchange is required among vehicular nodes. A vehicular node can
communicate with another node through its external network interface.
Thus, for IP-based vehicular networks, the legacy IPv6 ND [38]
needs to be extended to a vehicular ND [121] in order to allow
for communication between the internal network nodes (e.g., an
in-vehicle device in a vehicle and a server in an RSU) of vehicular
nodes via the external network interfaces by letting each of them
know the other side’s preﬁx with a new ND option for internal network preﬁxes. Therefore, this ND extension for routing information
of internal networks can reduce control traﬃc without needing to
run additional routing protocols in vehicular networks.

In order to overcome the limitations of the legacy IP address
autoconﬁguration schemes, eﬃcient ways to disseminate IPv6 preﬁxes should be designed for both V2I scenarios and V2V scenarios.
For the V2I scenarios, as in the preﬁx assignment per geographical area, RSUs can share a preﬁx for a radio vehicular link, so they
can construct an extended subnet, like an extended service set in
a WiFi LAN [107]. In this extended subnet, when a vehicle moves
across the coverage of two adjacent RSUs, it does not update its
IPv6 address, because the two coverage areas have the same network preﬁx as the same subnet. Thus, this method can reduce the
frequency of IP address updates, leading to the reduced number of
ND-related messages.
For the V2V scenarios, vehicles can continue to use the preﬁx
that was advertised by the latest RSUs during their travel where
those RSUs share the same network preﬁx for a radio vehicular
link. In that case, the vehicles can communicate with the next RSU
without changing their IPv6 addresses for V2I communication because the RSUs share the preﬁx. In addition, the IPv6 DAD can be
extended as a multihop DAD to support an eﬃcient duplicate address veriﬁcation in a multi-link subnet [121]. For this extension, it
is assumed that a mobility anchor in a TCC is connected to RSUs,
RSUs have extended neighbor caches with the IPv6 addresses of
the vehicles under their radio coverage, and a mobility anchor (e.g.,
LMA in PMIPv6) has a merged neighbor cache table with all of the
neighbor caches of the RSUs under its control. When a vehicle performs DAD for its newly conﬁgured IPv6 address, it can verify the
uniqueness of the IPv6 address through the current RSU and the
mobility anchor. Thus, a vehicle can move fast across the coverage of multiple RSUs without changing its IPv6 address in the case
where those RSUs share the same subnet preﬁx.
8.3. Routing and mobility management
The multihop data exchange between far-away vehicular nodes
requires routing and mobility management. Currently, autonomous
vehicles and many other vehicles are equipped with GPS receivers
for self-driving and navigation service, respectively. Using these
GPS receivers, vehicles can localize their positions in road networks
and recognize their moving directions and speeds. This GPS-based
mobility information (e.g., position, direction, and speed) can give
RSUs and the mobility anchor an important decision-making factor in routing for packet forwarding and mobility management for
handoff.
Furthermore, navigation systems including GPS receivers are
installed in most vehicles and all autonomous vehicles. Since a
navigation system provides the future trajectory of a vehicle to
RSUs and the mobility anchor, they can perform routing and mobility management for the vehicle in a more proactive manner
by predicting the mobility of the vehicle based on its trajectory
and mobility information [122]. For an improved proactive handoff,
link-layer parameters, such as the signal strength of a link-layer
frame (e.g., Received Channel Power Indicator [64]), can be used
to determine the moment of a handoff between RSUs. Further, the
DAD can be performed proactively by the network rather than the
vehicle itself [121]. In a vehicular multi-domain environment (e.g.,
WLAN, IEEE 802.11-OCB, and cellular networks), the handoff issue becomes more acute, since the dynamic of vehicle mobility
becomes more random. A recent research has suggested a mobility prediction approach to improve the experience [123], however,
new concepts and new paradigms are necessary for improving vehicular handoff.
With the previous observations, host-based mobility (e.g.,
MIPv6) and network-based mobility (e.g., PMIPv6 and NEMO) need
to be designed such that they take advantage of the vehicle trajectories, road network layouts, and link-layer parameters in a
proactive way.

8.2. IP address autoconﬁguration
IP address autoconﬁguration is the ﬁrst step in vehicular networking conﬁguration so that vehicles can start communicating
with other vehicles or RSUs. This IP address autoconﬁguration
can be performed using a server-based stateful approach and a
location-based stateless approach. As discussed in Section 5, these
two approaches have pros and cons. First, the server-based stateful approach has a little long delay and a little high overhead for
searching for a DHCP server when vehicles join another cluster.
Second, the preﬁx assignment per lane in the location-based stateless approach has a high overhead by the IPv6 DAD messages when
vehicles change their lanes frequently. Also, it does not allow for
direct V2V communication between adjacent vehicles in different
lanes. Third, the preﬁx assignment per geographical area associated with an RSU’s communication coverage may be better than
the preﬁx assignment per lane in terms of control traﬃc reduction
and one-hop communication between adjacent vehicles. However,
when a vehicle is moving across the coverage of multiple RSUs,
they still need to reconﬁgure their IPv6 addresses with different
preﬁxes, leading to high overhead.
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Multihop packet forwarding among vehicles in 802.11-OCB
mode may show unfavorable performance due to the commonlyknown broadcast-storm problem [124]. This broadcast-storm problem can be mitigated by the coordination (or scheduling) of a
cluster head in a connected VANET or an RSU in an intersection
area, where the cluster head can work as a coordinator for access
to wireless channels.
IP multicast in vehicular network environments is particularly useful for various services. For instance, an automobile
manufacturer can multicast a service notiﬁcation to a particular
group/class/type of vehicles. As another example, a vehicle or an
RSU can disseminate alert messages in a particular area [125]. In
general, with IEEE 802.11 wireless media, some performance issues regarding multicast are found and described in [126]. Since
several procedures and functions based on IPv6 use multicast for
control-plane messages, such as ND and Service Discovery [127],
the authors in [126] describe that the ND process may fail due
to unreliable wireless links, leading to the failure of the DAD process. In addition, RA messages can be lost in multicasting. Thus,
the multicasting in vehicular networks should be performed in a
reliable way under such packet loss.

Fig. 27. Challenge on QoS performances in heterogeneous vehicular networks.

9.1. Quality of service in heterogeneous vehicular networks
While DSRC-based IEEE 802.11-OCB vehicular network technology has been investigated for years, 3GPP recently also has published its V2X standard in 4G-LTE/5G networks, and especially it
supports V2V communications without the management of a cellular station. The DSRC-based IEEE 802.11-OCB technology adopts
a Quality of Service (QoS) function introduced from EDCA (i.e.,
Enhanced Distributed Channel Access) of IEEE 802.11e standard,
which categorizes data traﬃc into four classes and gives each class
a channel access priority. At 3GPP side, the latest enhanced architecture for V2X services in 5G networks [5] also adopts a more
detailed ﬂow-based QoS scheme in line with the major 5G standard [120]. It is expected that the two technologies will co-exit
in the future, and a vehicle can have two major wireless interfaces: DSRC-based IEEE 802.11-OCB and 3GPP V2X. However, they
have different kinds of QoS mechanism, and it is still not clear
how the two QoS mechanisms would affect IP data ﬂows when
the two technologies are used simultaneously. Fig. 27 shows a scenario where two vehicles are using LTE/5G V2X and DSRC links,
respectively. Traﬃc ﬂows between the two vehicles may have an
issue on QoS performances. Thus, the vehicular network architecture needs to be designed to support the integration of QoS over
multiple radio technologies (e.g., DSRC and LTE/5G).

8.4. Service discovery
A service discovery may be required for an application in a vehicular node to search for another application (e.g., cooperative
cruise control) or server in another vehicular node, which resides
in either the same internal network or another internal network. In
V2I or V2V networking, such a service discovery can be provided
by either DNS-based Service Discovery [127] with mDNS [128]
or the vehicular ND [121] with a new option for service discovery [121]. However, using multicast-based approaches may lead to
unreliable service discovery for the reason described in Section 8.3.
In addition, for eﬃcient and effective operations, the service
discovery needs to take advantage of the characteristics of road
networks (e.g., road network layout and traﬃc signals) and the
characteristics of vehicular networks (e.g., vehicle trajectories and
infrastructure nodes (e.g., RSUs and mobility anchor)).
8.5. Security and privacy
It is important to ensure security and privacy in order to protect vehicles from security attacks and tracking from hackers. For
security, packets in vehicular networks can be encrypted by security keys and only decrypted by the intended recipients. For
privacy, the identity information of a vehicle should be hidden
from hackers. One popular method for such identity protection, an
MAC address pseudonym, can be used [116,36]. The major issue
in the MAC address pseudonym is ensuring the correct delivery of
IPv6 packets to destinations despite the fact that the IPv6 address
related to a MAC address can change over time. Since a TCP session is identiﬁed by the pair of the IP addresses of the two end
points, the update of the pseudonymous IP addresses of the TCP
session should be notiﬁed to the TCP end points. For the support of TCP session continuity, whenever the network interface
identiﬁer changes, the notiﬁcation of the IPv6 address change can
be performed by a host-based mobility scheme (e.g., MIPv6). This
pseudonym activity should be done so that hackers cannot ﬁgure
out the identities of the vehicles.

9.2. Time sensitive networking and deterministic networking in
vehicular networks
Time Sensitive Networking (TSN) [129] aims to provide a
reliable, low-latency, and low-jitter traﬃc ﬂow service at the
link layer. TSN includes four aspects to provision the service,
namely, synchronization, reliability, latency, and resource management [130]. For the reliability, TSN suggests a set of mechanisms,
such as frame replications and eliminations, path control, perstream ﬁltering, and improved time synchronization. In the latency
aspect, TSN proposes several approaches to achieve a bounded low
latency, such as credit-based shaper, preemption, scheduled traﬃc,
cyclic queuing and forwarding, and asynchronous shaping. These
mechanisms and approaches are necessary for time-critical tasks
in intra-/inter-vehicle networks [131]. However, the current TSN
standards largely focus on wired Ethernet-based networks, which
make it diﬃcult to be applied directly to vehicular networks, considering the time-variant wireless communication environments. In
addition, since the mechanisms in TSN mainly run at the link layer
without any routing abilities, it is not clear how these mechanisms
would affect IP-based traﬃc ﬂows in multihop and multi-domain
networks. As an example, an autonomous vehicle can also be
tele-operated from a remote control center and some control commands embedded in IP packets from the control center have strict

9. Research challenges and issues
This section suggests several research challenges and issues in
IPv6-based vehicular networks. They will motivate future research
for IP-based solutions in vehicular networks. Table 7 shows a summary of research challenges and issues.
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Table 7
Research challenges and issues.
Topic

Challenges

QoS in Heterogeneous Vehicular Networks

Different IP data traﬃc classiﬁcations between IEEE WAVE and 3GPP V2X protocols

TSN and DetNet in Vehicular Networks

Time-sensitive tasks handled by vehicle internal and external IP data packets

Privacy Protection

Eﬃcient DAD and NUD operations of IPv6 ND for LISP and ILNP; Permanent
identiﬁer used in the LISP and ILNP; Privacy breakage in V2V using identiﬁer of
LISP and ILNP.

Vehicular Key Management

The distribution and maintenance of the public keys of vehicles.

Vehicular Blockchain

Blockchain technologies for road event logging and vehicle data sharing.

Vehicular MEC

New approaches and new paradigms for vehicular task oﬄoading.

Vehicular Cloud Computing

Vehicle privacy breakages in vehicular networks

deadlines, these IP packets may experience congestion and packet
loss on the way toward the target vehicle. If we consider mobility
of the vehicle, the things become more complicated.
To address those issues, some tasks for Deterministic Networking (DetNet) on top of TSN have been proposed in DetNet WG of
IETF, focusing on solutions in the network layer [132,133]. So far,
an overall DetNet architecture [134] has been proposed, and other
work, such as DetNet data plane speciﬁcations, data ﬂow informational model, and solutions over IP and Multi-Protocol Label Switch
(MPLS), are ongoing. Nevertheless, since the primary purpose of
DetNet is for wired networks, DetNet may not be able to mitigate unreliability, latency, and jittery issues caused by an uncertain
wireless environment for IP-based vehicular networks. Thus, the
above issues can hinder a reliable control process and bring high
delay variations for connected autonomous vehicles.

with each other since there exists no RSU as a packet relay. In
this case, if they use their identiﬁers (e.g., vehicle identiﬁcation
number), a hacker may identify and track them. Thus, a privacy
protection scheme for the V2V (or V2X) scenario is required to
mitigate a hacker’s tracking trial.
9.4. Vehicular key management
A key management is important for the eﬃciency of asymmetric cryptography in vehicular networks. A Public Key Infrastructure
(PKI) can be used for such a key management. However, this PKIbased solution assumes that a host (or server) is a stationary node
without mobility or with a little mobility like a laptop computer
with WLAN access. To support the high mobility of a vehicle, a
vehicular network architecture needs to accommodate the quick
registration of a vehicle’s public key and the quick retrieval of
other vehicles’ public keys.
A vehicle has in-vehicle devices (e.g., Electronic Control Unit)
and a driver/passenger’s mobile devices (e.g., smartphone and
tablet PC) where they are assigned unique IPv6 addresses in a vehicle. They can have individually their own certiﬁcate (e.g., X.509
certiﬁcate [138] and TLS certiﬁcate [139]). The registration and
deregistration of those certiﬁcates should be supported by a vehicle and a vehicular infrastructure.
The operations related to the public keys and certiﬁcates can be
performed using edge computing [15]. An edge computing device
(ECD) near by an RSU can fetch the public keys of vehicles with
which a vehicle will communicate in advance. The ECD plays a
role of a local Certiﬁcate Authority (CA) for the operations of certiﬁcates of vehicles, which communicates with a central CA that
shares the information of certiﬁcates with the local CA.

9.3. Privacy protection in vehicular networks
The MAC address pseudonym can partially protect the privacy
of a vehicle (or driver) by periodically changing the MAC address
of the DSRC wireless interface, and the corresponding IP address
based on the interface’s MAC address. A hacker can still keep track
of the changes of the MAC address by observation, so (s)he can
track the vehicle.
An approach for privacy protection is the separation of an identiﬁer (ID) and a locator of a vehicle [135]. This separation allows a vehicle to be assigned a new IP address as a locator that
corresponds to the subnet of an RSU having the vehicle. An IDlocator separation protocol, such as Locator/ID Separation Protocol
(LISP) [136] and Identiﬁer-Locator Network Protocol (ILNP) [137],
facilitates a vehicle to have a new locator in a privacy-preserving
manner whenever it visits the coverage of a new RSU. Thus, this
separation disallows a hacker to track a vehicle with its IP address
or MAC address because the short-lived IP address and MAC address can be allocated to a vehicle only under the coverage of an
RSU.
There are four research challenges related to the ID-locator separation [135]. The ﬁrst research challenge is the extension of the
IPv6 ND protocol for such ID-locator separation such that the IPv6
ND works eﬃciently in the DAD and NUD operations. The second one is the mobility management of a fast moving vehicle. The
locator of the vehicle should be updated by the RSUs along the trajectory of the vehicle in a proactive manner. The third one is the
privacy protection of an identiﬁer associated with a vehicle. Since
in the current approaches (e.g., LISP and ILNP), the identiﬁer is permanent and is used by the ID-locator separation protocol, there is
still some possibility that a hacker can identify a vehicle with its
identiﬁer at the initial stage of the ID-locator separation protocol.
Thus, an additional method is required to protect the identiﬁer.
The fourth one is the privacy protection in a V2V (or V2X) scenario with no RSU. In this scenario, vehicles communicate directly

9.5. Vehicular blockchain
A blockchain is a distributed database to maintain an increasing list of blocks which have transactions and are chained to each
other [140]. This blockchain can provide vehicles with a distributed
ledger for road event logging and vehicle data sharing in vehicular
networks [107]. First, for road event logging, a blockchain-based
incentive system can be constructed, and vehicles can be encouraged in participating in cooperative environmental sensing. Vehicles, which provide other vehicles with useful information (e.g.,
accident and hazard) in road networks, can get reward from such
an incentive system. A vehicle’s sensing data is disseminated as
a transaction to neighboring vehicles and vehicular infrastructure.
The neighboring vehicles and vehicular infrastructure perform a
consensus method of a blockchain as a distributed ledger.
Second, for vehicle data sharing, a blockchain-based data sharing system can be constructed, and vehicles can participate in cooperative data sharing such as remote software update [141]. For
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remote software update for a vehicle, a software provider for an
ECU in a vehicle can eﬃciently distribute a new software for the
ECU to a blockchain of an overlay architecture. For a lightweight
blockchain architecture [142], this overlay architecture consists
of overlay block managers as cluster heads performing intensive
blockchain operations (e.g., the construction and dissemination of
a block with vehicle software updates as transactions) and vehicles
as cluster members performing lightweight blockchain operations
(e.g., the veriﬁcation of a block with the transactions).
The research challenges for vehicular blockchain include how
to make a lightweight overlay architecture for vehicular networks
in terms of initialization and maintenance cost, how to make the
overlay blockchain be resilient to various security attacks such
as a DDoS attack for blockchain choking, and how to make the
blockchain preserve user privacy from a link attack for user privacy disclosure.

and standardization activities regarding IP vehicular networking.
Finally, this paper presented several research challenges and issues for the future IP vehicular networks. Therefore, through the
in-depth analysis of state-of-the-art research and standardization
activities related to IP vehicular networking, this paper proposes
the requirements, design principles, and research directions of IPbased vehicular networking for smart roads. It is believed that
this paper opens a new door to researchers, designers, and implementers to work on IP vehicular networking technologies to
facilitate human-driving, semi-autonomous, and autonomous vehicles in the future.
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